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Abstract — Network security and cryptography is a concept to protect network
and data transmission over wireless network. Network security typically relies on
layers of protection and consist of multiple components including networking
monitoring and security software in addition to hardware and applications.
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Introduction:- Cryptography in computer network security is the process of
protecting sensitive information from unauthorized access when it is at rest or in
transit by rendering it. Cryptosystem is the application of number theory. The
hard problem in number theory uses to develop cryptosystem. Basically
cryptosystem is the system for providing the security to the information. Modern
world is the world of information. Some of the information requires the security
such as; banking transactions, government security information, medicine
information, military information, police information, economic information,
password, debit card, credit card etc. This information is very important for the
individual thus its security is also very important relatively. We focused on the
cryptosystem based on fuzzy set. The properties of the fuzzy set are reviewed and
its application presented as a cryptosystem. this system is claimed under the
security, efficiency and smart to use. This gives smart decision also.

Review of literature - The concept of fuzzy logic has been firstly by L. Zadeh
[29] in 1965 which is used in almost all field of research and development where
include high degree of uncertainty, complexity and nonlinearity. The pattern
recognition, automatic control, decision making, data classification are few of
them. The theory of fuzzy logic systems is inspired by the remarkable human
capacity to reason with perception-based information.

Rule based fuzzy logic provides a formal methodology for linguistic rules
resulting from reasoning and decision making with uncertain and imprecise
information. In fuzzy behavior based navigation the problem is decomposed into
simpler tasks (independent behaviors) and each behavior is composed of a set of
fuzzy logic rule statements aimed at achieving a well-defined set of objectives.
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Generally, Fuzzy Logic used for modelling uncertain systems by enabling
common sense reasoning in decision-making in the lack of complete and accurate
information. It enables the arrival of a definite conclusion based on input
information, which is unclear, uncertain, noisy and imprecise.

The mathematics has been starting to apply in cryptology since 1976, when
Diffie and Hellman [2] proposed the principle of public key cryptography. They
used discrete logarithm problem (DLP) for the key exchange protocol. This was
the first concept of public or asymmetric key cryptography.In 1985, RSA
cryptosystem is invented by Rivest, Shamir and Adleman [8]. . EIGamal [3] is
invented this scheme. In the same year, Goodman and Mcauley [] introduced
another improved public key cryptosystem, which is called as Trapdoor-
Knapsack cryptosystem. Basically this system is based on the idea of fuzzy set
and its application. The fuzzy tool box operation is used in this. In 2001, there
was presented a fuzzy logic tool kit by Shalfield [16]. This was applied in the
various cryptosystems for getting the third dimension of the cryptosystem which
Is called the smart to use. The fuzzy set is presented by the probabilistic approach
in the year 2004, by Delman [1]. He proposed a cryptosystem based on Genetic
Algorithm. In this system, fuzzy logic tool kit is applied. Hence this scheme
proved the both parameters of security and efficiency. Other cryptosystems are
XTR, Elliptic Curve, Hyper elliptic curve etc [1-28], which is left the impression
for some time in the quick change world of security.

Generally, Fuzzy Logic used for modelling uncertain systems by enabling
common sense reasoning in decision-making in the lack of complete and accurate
information. It enables the arrival of a definite conclusion based on input
information, which is unclear, uncertain, noisy and imprecise.

1. Fuzzy Network Systems:

Let N be a network. It can be defined as the function;
N : y=F(X1,X2,.....Xn)
Where x; is the jth independent variable;
1=1,2,3,....... ,n
If X={X1,Xa,...... xn} is defined by Fuzzy as,
Az{uA(xﬂ + Ha(x2) + )

X1 X

2

Xi
This is the discrete representation, but for the infinite number of variables, the
representation will be as follows:

_f )
A=t
There is an uncertainty is considered. This uncertainty is refers to the probability

theory. Thus the above representation transferred into the following:
XXt X2, .. Xy
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P(X) : p(x1) p(x2) . . . p(Xn)
P:pLp2...pPn

Hence, for the finite nos.,

Az{%’:”a . .+%:”)}

Hence, for the infinite nos.,

AZ{f llA(p)}

)

This is presented as the prerequisites for the proposed Network System.
The network N analyzes over the two parameters, Structure Optimization and
Sequencing.

These two are the major challenges in any Network .Network consists a defined
structure but its optimization is always in the centre of the Network’s study. This
paper presents a new technique based on fuzzy to fulfill this requirement of every
network system.Next is, Sequencing , it is also a challenging task in the world of
network.

But by the fuzzy logic , the ordering can be defined over the structure of the vertex
and nodes,

Network Optimization : Let N be a network by the graph theory,

N=(V,E)

There are existing the finite sets of vertex and edge. Thus the objective is, to
obtain the subsets of vertex and edge.

Let V:{V]_,VZ,. . .,Vn}

and E:{El,Ez,. . .,En}

Then the subset of V be

V’={vi,V2,. . .,Vm}

And the subject of E be

E’={e1,e2, . . ,.em}; m<n

By the fuzzification of V,

A=(V, Ua(V)={(v1, Ha(V1)), - -+ (Vn, Ha(Vn))

and by the fuzzification of E,

B=(E,us(E))={(e1, Ms(€1), - - ., (ém, Ua(em)}

There is the certainty in E and V , as the subset formation of it. Thus the
probability distribution can be defined over V ? E

P(V)={p(v1), . . ..p(vn)}

P(V?)={p(v).. . ..p(Vm)}

P(E)={p(e1),. . ..p(en)}

P(E")={p(e1),. . ..p(em)}

And its fuzzy representation is
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A’=(p(V), pa(P(V))={(P(V1), Ha-(P(VD)), . . ., (P(Vn), Ha-(P(Vn)))}

B’=(p(E), ks (p(E)))={(p(e1), Me:(p(e1)), - . ., (P(en), He-(P(en)))}
By Fuzzy Bayesian Decision Method,

P={P(v1),. . ,P(vn)}, where ¥, P(v;) = 1
And
E={P(e1), . . ,P(en)}, where ¥I*, P(e;) =1

Suppose,

The optimum decision depends on the following set of actions;
C={al,a2,. . ,an}

Then the expected utility associated with the followings:
E(uy)=X, uyiP(vi)

And

E(uy)= Xiz; uyiP(ei)

Thus, the maximum expected utility can be defined by
E(u)=max E(uy).

Finally, we propose a cryptosystem based on the above secure fuzzy network

system.
2. Fuzzy Cryptosystem:
2.1. Key Generation:

2.1.1. The message = m.
2.1.2. The Fuzzy Key Set = {k,.....k, }

2.1.3. The Fuzzy Key Subset =

k.
ki ks }
(-

2.1.4. The Fuzzy Key Operation:

This is based on the fuzzy rule. Fuzzy algebraic properties can be

applied to form the fuzzy structure for the cryptosystem.
In below, this is explained.
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k, Uk,
or,
k, Uk, UKk,
or,

or,
k,U..UK, 4
or

k, Nk,

or,

k, Nk, Nk,
or,

or,
k,n..nk,
or,

1-k, Uk,

or,

1-k, Uk, Uk,
or,

or,
1-k, u..UKk, 4
or
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1-k, nk,

or,

1-k, nk, Nk,

or,

or,

1-k,n...nk,
2.2. Encryption:

ciphertext = (m)(k,) * (, }#... @(k, )
Where,
{*,.#,@} = FuzzyOperation.

2.3. Decryption:

Plaint ext=m =
Defuzzification[(k, ) * (k, }#...@(k,, )]
Where,

{*,#,@} = FuzzyOperation.

Conclusion: Although there are several cryptosystems based on different
mathematical problems, but this is the first cryptosystem based on the
classification. The fuzzy class is unique, thus its security is also unigue
correspondingly. The existing algorithm for attacking cryptosystems
cannot be applied to the proposed cryptosystem. Hence this cryptosystem
becomes the securest and also practical to use by its own network system
of fuzzy.
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