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Abstract:  

The large amount of information handled by organizations has increased their dependance on 

information technologies, which has made information security management a complex task. 

This is mainly because they cover areas such as physical and environmental security, 

organization structure, human resources and the technologies used. Information security 

frameworks can minimize the complexity through the different documents that contain 

guidelines, standards, and requirements to establish the procedures, policies, and processes 

for every organization. However, the selection of an appropriate framework is by itself a 

critical and important task, as the framework must adapt to the characteristics of an 

organization. In this paper, a general vision of the newest versions of the NIST CSF, ISO/IEC 

27001:2022, and MAGERIT frameworks is provided by comparing their characteristics in 

terms of their approaches to the identification, assessment, and treatment of risks. 

Furthermore, their key characteristics are analyzed and discussed, which should facilitate the 

consideration of any of these frameworks for the risk management of complex manufacturing 

organizations. Keywords: RMF; risk management; cybersecurity; ISO/IEC 27001; NIST 

CSF; MAGERIT 

 

1. Introduction  

A fundamental aspect of Industry 4.0 (I4.0) 

is the enhanced interconnectivity of 

networks that utilize the Internet of Things 

(IoT) and the Internet of Services (IoS) via 

cyberphysical systems. In this context, the 

IoT refers to physical devices that are 

equipped with microchips, software, 

sensors, and controllers that enable them to 

gather data. By contrast, the IoS is 

concerned with the transmission of data 

via the internet [1]. 

After I4.0, the European Commission 

introduced Industry 5.0 (I5.0) as a 

response to societal challenges, aiming to 

prioritize human values and contribute to  

 

 

society’s needs. I5.0 is a transition to a 

sustainable, resilient, and human-centric 

industry, respecting production limits and 

workers’ well-being [2]. The shift from 

Industry 4.0 to Industry 5.0 requires 

updating enabling technologies and 

creating new applications. This transition 

is essential for creating new value from 

critical rethinking of human resource [3]. 

The I5.0 vision takes efficiency and 

productivity to the next level by putting 

the worker at the center of the production 

process and prioritizing sustainability. 

The latest improvements in information 

and communication technologies have 
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increased the use of I4.0 and I5.0. These 

developments have led to new 

cybersecurity risks that organizations need 

to tackle. Over the past few years, the 

number of cyberattacks has surged, and 

organizations are implementing measures 

to mitigate the damages caused by these 

attacks [4,5]. This, in turn, has made data 

management and security one of the key 

facilitators of its realization [6,7]. Indeed, 

this has propagated the need to research 

new concepts and methods that allow us to 

increase and optimize the level of security 

information [8]. Therefore, authors such as 

Culot et al. [9] mention the need for 

information security systems that can 

handle a holistic approach to face the 

complex challenges of today. Agrawal [10] 

discusses some of the reasons why 

organizations should classify information, 

among them being the protection of 

confidential information, contractual 

compliance, compliance with regulations 

and the acquisition of competitive 

advantages. On the other hand, Azmi [11] 

mentions that international organizations, 

countries, companies, and academic 

institutions have actively worked to 

develop cybersecurity frameworks to 

achieve cyber resilience. Dawson [12] 

defines cybersecurity frameworks as those 

that provide policies and procedures for 

the application and continuous 

management of information security 

controls, providing frameworks that bring 

together elements such as education, 

policies and technologies, adapting to 

preestablished requirements and also 

controlling emerging requirements. 

Lopes et al. [13] discuss how some of the 

advantages of implementing information 

security systems, such as the ISO/IEC 

27001, are the identification and 

elimination of threats and vulnerabilities, a 

greater confidence in the interested parties, 

better awareness in terms of security, and 

an increase in the ability to anticipate, 

manage and survive a catastrophe. This 

guarantees business continuity, reducing 

the costs associated with non-security and 

complying with current legislations. On 

the other hand, Cockcroft and Ferruzola et 

al. [14,15] mention that the 

implementation of a cybersecurity 

framework can be seen as an advantage 

when it comes to integrating business and 

cybersecurity risk management, these 

being validated by the top management, 

thereby maintaining an updated 

understanding of the cybersecurity risk. 

The selection of cybersecurity frameworks 

for complex manufacturing organizations 

should be made after carefully considering 

several factors. This is primarily because 

complex manufacturing organizations 

require a comprehensive approach to risk 

management that takes into account both 

structured and unstructured data. 

Additionally, the selected frameworks 

must have demonstrated their effectiveness 

in similar contexts and have gained 

industry recognition as best practices. This 

paper provides a systematic review of 

cybersecurity frameworks, such as 

ISO/IEC 27001:2022, NIST CSF, and 

MAGERIT, with a focus on their risk 

management methodologies. By 

comparing and contrasting the key 

characteristics and proposed controls of 

these frameworks, this study aims to 

answer the following research question: 

“What are the key characteristics and 

differences between the risk management 

methodologies of the ISO/IEC 

27001:2022, NIST CSF, and MAGERIT 

frameworks, and how can they be applied 

effectively in complex organizations in 

I4.0 and I5.0”? This review aims to 

provide insights into how the ISO/IEC 

27001:2022, NIST CSF, and MAGERIT 
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frameworks can be applied effectively in 

complex organizations in I4.0 and 5.0. By 

analyzing their strengths and weaknesses, 

this paper offers a comprehensive 

understanding of the advantages and 

disadvantages of each framework in terms 

of the risk management strategies. The 

results of this study will be useful for 

organizations seeking to implement 

effective risk management strategies that 

consider the unique challenges posed by 

the enhanced interconnectivity of networks 

utilizing IoT and IoS via cyber-physical 

systems. 

The rest of the manuscript is organized as 

follows. In Section 2, a literature review is 

presented where an analysis of published 

works is provided to denote the increase in 

publications related to cybersecurity 

frameworks. In Section 3, a comparison of 

the security management frameworks is 

presented based on the ISO/IEC 

27001:2022, NIST CSF and MAGERIT 

frameworks. In Section 4, a comparison is 

provided of the risk management 

strategies, which covers the identification, 

assessment, treatment, and control of risks 

in these three frameworks. In Section 5, a 

discussion about the characteristics of the 

three considered frameworks is presented. 

Finally, in Section 6, the conclusions are 

given. 

2. Literature Review  

The emergence of Industry 4.0 and its 

associated technologies has resulted in 

new risks for organizations [16]. Given 

this, organizations are dealing with a rise 

in cyber threats and the associated costs 

related to information security. For 

instance, the number of attacks on IoT 

devices has grown considerably [17]. 

However, Griffy et al. [18] argue that these 

problems are never tackled in isolation in 

the business world, and hence, it is crucial 

to take a wider perspective given the 

agility that more and more companies use. 

According to Falivene and Tucker [19], it 

is crucial to identify cybersecurity 

frameworks that go beyond a mere 

checklist of best practices and avoid those 

that make even expert-level tasks more 

complicated. Azmi [11], therefore, aims to 

integrate different viewpoints on 

cybersecurity frameworks by using 

descriptive and pattern coding to create a 

brief version that covers the action 

encouraged, the framework’s driver, 

environment, and intended audience. 

Additionally, cybersecurity could be 

addressed by focusing on the five pillars, 

which include human, organizational, 

infrastructure, technology, and legal and 

regulatory aspects. 

Tatiara et al. [20] study the factors that 

impede the adoption of information 

management systems and find that success 

depends on the involvement of all parties 

in the implementation process. They 

recommend involving top management, 

regularly communicating employee 

policies, conducting periodic reviews of 

the implementation of Information 

Security Management Systems (ISMS), 

keeping employees informed of any 

improvements, clearly communicating 

roles, responsibilities, and authorities 

related to ISMS to employees on a regular 

basis, developing work programs for the 

implementation of information security 

systems and distributing them to staff, and 

frequently announcing information 

security policies and objectives to 

employees. 

Information security management 

frameworks enable the inclusion or 

combination of various processes within 

their context to meet the requirements of 

the organizational context. They provide 
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specific taxonomies for categorizing risks, 

enabling organizations to modify, retain, 

avoid or share risks as per their needs [21]. 

Research Methodology  

Cybersecurity frameworks are inherently 

complex and can be analyzed from various 

research perspectives. In order to mitigate 

this complexity, we have opted for a 

systematic approach in our literature 

review, guided by the methodological 

recommendations of Tranfield et al., Xiao 

et al., and Lame et al. [22–24] as follows: 

1. The research was carried out in two 

parts. Firstly, the data were obtained from 

“Google Scholar”. 2. Initially, we used the 

keyword “Cybersecurity Frameworks” to 

identify the most common cybersecurity 

frameworks. 3. From the first publication 

of 2018 to March 2023. 4. Document type 

“Article and Review”. The search yielded 

101 articles, among which the most 

mentioned frameworks were 

NIST CSF and ISO/IEC 27001 

In the second part of the research, the 

keywords “NIST CSF” and “ISO/IEC 

27001” were searched in the “Scopus”, 

“IEEE”, and “Google Scholar” databases. 

Additionally, the keyword “MAGERIT” 

was included to identify the scope and 

limitations of this methodology, which is 

being used in Spain and Latin America. 

The same date range and criteria were used 

for the reviewed articles, resulting in 

13,359 articles. Articles without peer 

review were excluded and the articles were 

screened for duplicates, reducing the 

number to 498 articles. Of these, 30 were 

not written in English or Spanish, leaving 

468 articles. Another screening of the 

titles, keywords, and abstracts was 

performed, resulting in the selection of 94 

articles. Finally, irrelevant articles to the 

main topic and those that did not have the 

recommended frameworks were 

eliminated, resulting in 50 articles. The 

entire process is illustrated in Figure 1 

using the PRISMA (Preferred Reporting 

Items for Systematic Reviews and Meta-

Analyses) diagram. 

 

Figure 1. PRISMA flow diagram 

Figure 2 shows a steady increase in the 

number of articles published each year 

from 2018 to 2023. In 2018, there were 60 

articles published, while in 2019, the 

number of articles increased to 72. In 

2020, there was a significant increase in 

the number of articles, with 95 articles 

being published. This trend continued in 

2021, with a further increase to 102 

articles, followed by 112 in 2022. 

 

Figure 2. Publication rate of common 

cybersecurity frameworks in “Google 

Scholar”, “IEEE”, and “Scopus”. 
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As of March 2023, there were already 27 

articles published, indicating that the trend 

is expected to continue. It is important to 

note that the graph only shows the number 

of articles published in the range of 2018–

2023 and does not include any articles 

published before or after this period. 

Overall, the graph shows a significant 

increase in the number of publications in 

the field of cybersecurity frameworks such 

as NIST CSF, ISO/IEC 27001 and 

MAGERIT, indicating the growing interest 

in and importance of this field in recent 

years. Table 1 provides an exhaustive list 

of the most significant documents in the 

literature, carefully selected based on the 

criteria outlined earlier. The documents 

have been rigorously analyzed and 

classified into four distinct categories to 

enable ease of access and comprehension 

for the reader. 

Table 1. Relevant documents in the 

literature. 

 

These categories are as follows:  

1. Literature review: This category 

comprises comprehensive literature 

reviews, encompassing both qualitative 

and quantitative studies, which provide a 

broad understanding of the current state of 

knowledge on a particular topic.  

2. Comparison of methodologies: This 

category includes studies that compare and 

contrast different research methodologies, 

highlighting the strengths and weaknesses 

of each approach.  

3. Case studies: This category comprises 

in-depth analyses of specific cases, 

providing a detailed understanding of the 

subject matter in question and offering 

insights that may be applicable to similar 

situations.  

4. Implementation guides: This category 

includes practical guides that provide 

stepby-step instructions on how to 

implement specific methodologies or 

approaches in practice, highlighting 

potential challenges and offering advice on 

how to overcome them. 

In summary, Table 1 presented herein aims 

to serve as a valuable resource for 

researchers and practitioners alike, 

providing a comprehensive overview of 

the most relevant documents in the 

literature and enabling the identification of 

useful information and insights for their 

respective areas of interest. 

The importance of information security 

management frameworks is increasing due 

to the rising number of threats to sensitive 

data. Organizations are advised to combine 

the best practices of various frameworks to 

create a comprehensive security 

framework suitable for their unique needs 

and resources. Lopes (2019) and 

Diamantopoulou (2020) [13,45] highlight 

that organizations that already have an 

ISMS in place not require a duplication of 

effort to meet the General Data Protection 

Regulation (GDPR) requirements. Mylrea 

(2018) [50] suggests that organizations 

with mature, proactive insider threat 

programs are better positioned to identify, 

detect, and mitigate these threats. 

The commonly used frameworks include 

NIST CSF, ISO/IEC 27001:2022 [52], and 

MAGERIT [53], the latter of which is 

gaining acceptance in Latin America due 

to its easy language and risk management 

process based on ISO/IEC 31000 [40,47]. 

The following section will compare these 

frameworks to help organizations select 

the most appropriate one for their needs. 
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3. A Comparison of Information 

Security Management Frameworks  

As risk management continues to gain 

importance within organizations, it is 

recommended to combine the best 

practices of various frameworks rather 

than choosing one over another [35]. This 

approach can result in a more 

comprehensive security framework that is 

tailored to the organization and its 

available resources. Information security 

methodologies are critical for safeguarding 

an organization’s sensitive data and 

information. These methodologies include 

a set of processes and techniques to 

identify, assess, and mitigate information 

security risks. Among the most commonly 

used are the NIST CSF, ISO/IEC 

27001:2022, and MAGERIT. 

The NIST CSF uses a universal and 

comprehensible language that adjusts to 

diverse technologies, sectors, and 

purposes. It is based on risk and global 

standards, and it was created from various 

perspectives of the private, academic, and 

public sectors. The framework includes 

five functions: Identify, Protect, Detect, 

Respond, and Recover. Figure 3 illustrates 

the functions that depict the desired results 

using clear and easily comprehensible 

language, thus rendering it relevant to all 

forms of risk management. 

 

Figure 3. Functions of NIST CSF 

Longras et al. [48] conclude that the 

implementation and certification of 

ISO/IEC 27001 can be challenging due to 

various factors, such as the financial cost, 

lack of implementation examples, 

difficulty in defining scope, setbacks in the 

interpretation of the standard and 

documentation, resistance to change, and 

allocating roles or tasks to different 

employees. Implementing an ISMS 

requires significant effort and changes in 

the organization’s activity, and 

organizations must perform a set of 

policies to comply with legal requirements. 

However, the benefits of certification 

include increased compliance with legal 

requirements, improved customer and 

competitive advantages, greater 

effectiveness, and efficient investments to 

reduce security incidents [48]. 

The MAGERIT methodology is freely 

accessible and can be used without 

permission. It is especially useful for 

organizations that fall under the National 

Security Scheme (ENS), as it helps them 

comply with risk management and analysis 

principles. On the other hand, MAGERIT 

is beneficial for entities that rely heavily 

on information technologies to achieve 

their organizational goals and objectives. 

The methodology is composed of three 

books that cover the method, catalog of 

elements, and technical guidelines. 

 

Figure 4. Sections of ISO/IEC 27001:2022 

MAGERIT aligns with the ISO 31000 

terminology and focuses on implementing 

the “Risk Management Process”. It also 

provides a working framework for 
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governing bodies to make informed 

decisions by considering the risks 

associated with the use of information 

technologies. The objective of Table 2 is to 

compare the NIST CSF 1.1, ISO/IEC 

27001:2022, and MAGERIT v.3 

methodologies. The comparison categories 

were determined based on 

recommendations from articles such as 

[54,55] as well as the main components of 

each of the frameworks in order to outline 

their key characteristics, similarities and 

differences. In the first instance, it can be 

noted that the ISO/IEC 27001:2022 

framework has the most recent update in 

August 2022, while NIST CSF 1.0 was 

initially produced in 2014, updated in 2018 

to NIST CSF 1.1, and is currently being 

updated in an open manner with input 

from various sectors. The latest update, 

NIST CSF 2.0, is still in a concept paper 

and is expected to be implemented by 

winter 2024, depending on the 

community’s needs, while MAGERIT v.3 

has not been updated since October 2012. 

The structures of the three frameworks are 

configured differently. ISO/IEC 

27001:2022 consists of 11 sections, of 

which 0 to 3 are optional, and includes 

Annex A, which outlines potential controls 

that may be used depending on the 

organization. MAGERIT’s structure is 

more similar to ISO/IEC 27001:2022, as it 

shares the ISO 31000 risk management 

structure and approaches security risk 

management holistically. This approach 

promotes adaptability, goal orientation, 

multi-stakeholder involvement, and 

continuous improvement through a 

systemic approach. By contrast, NIST is 

based on five interconnected functions that 

help organizations comprehend security 

risks, safeguard their systems and data, 

detect threats, respond to incidents 

effectively, and recover from them. The 

NIST CSF, ISO/IEC 27001:2022, and 

MAGERIT cybersecurity frameworks are 

built upon the foundation of risk 

management. This pivotal process entails 

identifying, evaluating, and minimizing 

risks to uphold an acceptable level. In the 

domain of risk management, ISO/IEC 

31000 functions as a fundamental 

reference. In the next section, we will 

expound upon some significant concepts 

associated with risk management, along 

with the methodologies employed by the 

aforementioned cybersecurity frameworks. 

Table 2. Comparison of information 

security management frameworks 

 

4. Risk Management Methodologies 

Risk management is an essential process 

that involves the ongoing identification, 

assessment, and mitigation of risks to 

maintain an acceptable level. It is a broad 

term that encompasses risk assessment as 

one of its components. Risk management 

involves the development, implementation, 

and monitoring of strategies to mitigate or 

transfer risks to an acceptable level. 

ISO/IEC 31000 serves as a fundamental 

reference when discussing risk 

management. This document defines risk 

management as a coordinated effort to 

monitor and regulate the relationship with 

risks. In this sense, risk is defined as the 

result of uncertainty regarding objectives, 

which can have positive or negative 

consequences and can manifest as 

opportunities or threats [56]. Objectives 
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may vary in their type and category, and 

risk management can be conducted at 

various levels. Risk management ought to 

be an integrated process within an 

organization’s overall management rather 

than a separate or isolated activity. This 

integration ensures that risk management 

becomes a standard practice and is 

conducted consistently and effectively 

[57]. 

Risk management models differ in their 

form and structure, although most models 

adhere to a systematic approach that 

includes policies, procedures, and practices 

for communication and consultation 

activities. This approach also entails a risk 

assessment process consisting of 

preparation, evaluation of risk factors, 

assessment or determination of risk, and 

control or treatment of the risk [58]. Risk 

management involves comprehending the 

characteristics of a risk, including 

identifying when it is acceptable to take 

that risk. This procedure involves 

evaluating multiple elements, such as 

chance, potential risk sources, results, 

likelihoods, circumstances, scenarios, and 

the efficiency of preventive measures [57]. 

When addressing risk, a process of 

selecting and executing solutions is 

employed, involving multiple cycles that 

must include formulating and selecting 

options, planning and implementing 

actions, evaluating their effectiveness, 

determining the acceptability of the risk, 

and, if not accepted, undertaking 

additional treatments [57]. In Sections 4.1–

4.3, we present some of the key features of 

the risk management methodologies. 

 ISO/IEC 27001:2002 (ISO27005), NIST 

CSF (NIST SP 800-30, NIST SP 800-37, 

NIST SP 800-39), and MAGERIT 

(MAGERIT). In Section 4.4 and its 

subsections, we compare the risk 

management processes of these 

methodologies. 

4.1. ISO/IEC 27005:2022 ISO/IEC 

27001 recommends that organizations 

establish a risk management process that is 

appropriate for their context, implement 

controls to mitigate identified risk, and 

continually monitor and review the 

effectiveness of these controls. ISO/IEC 

27005:2022 provides a guide to risk 

management and offers a systematic and 

structured approach to managing risk and 

establishing and maintaining an effective 

risk management program. This document 

is titled “Guidance on Information 

Security Risk Management for Information 

Security, Cybersecurity, and Privacy 

Protection.” Its purpose is to offer advice 

that assists organizations in the following:  

• Fulfilling the actions required by 

ISO/IEC 27001:2022 to address 

information security risks.  

• Carrying out ISMS activities, particularly 

evaluating and assessing information 

security.  

This document, which is now in its fourth 

edition under the name ISO/IEC 

27005:2022, applies to all organizations 

regardless of their industry, size, or type. 

The primary modifications made to this 

edition compared to the 2018 third edition 

are that it is structured to align with 

ISO/IEC 27001:2022, employs 

terminology from ISO 31000:2018, 

introduces the concept of risk scenarios, 

presents a comparison of the event-based 

and asset-based approaches to risk 

identification, and consolidates the 

annexes into a single one. It offers advice 

on fulfilling the ISO/IEC 27001 

requirements and provides actions to 

address information security risks, detailed 

guidance on risk management, and 
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instructions on applying the ISO 31000 

risk management guidelines in the context 

of information security. It can also be used 

by individuals involved in information 

security risk management or by 

organizations seeking to improve their 

information security risk management 

process. Its main aim is to assist 

organizations in safeguarding their 

valuable information assets, such as 

confidential and sensitive data. 

Figure 5 illustrates the ISO/IEC 

27005:2022 process that is carried out by 

following these steps:  

1. Establishing the context, which includes 

identifying and defining the scope, 

determining the criteria for risk 

acceptance, and identifying any legal, 

regulatory, or contractual requirements.  

2. Conducting a risk assessment, which 

includes the following:  

a. Identifying risks. Identifying the risks 

that could affect the CIA of the 

information assets.  

b. Analyzing risks. By assessing the 

likelihood and impact of the risks based on 

the identified threats, vulnerabilities, and 

the existing controls. 

 c. Evaluating risks. Evaluating the risks 

by comparing the assessed risks with the 

established risk criteria, which include the 

risk appetite and the risk tolerance of the 

organization.  

3. Treating iteratively the identified risks. 

Implementing controls or taking other 

actions to reduce the likelihood or impact 

of the risk. 

4. Implementing risk management 

processes. Establishing communication 

channels, and monitoring and reviewing 

the risk management process.  

5. Utilizing management system processes. 

Integrating the risk management process 

with other management systems, such as 

quality or environmental management.  

6. Documented information. Document all 

relevant information, such as risk 

assessments, treatment plans, and 

management system processes. 

 

Figure 5. Risk management process for 

ISO/IEC 27005:2022. Adapted with 

permission from ref. [59]. Copyright 

remains with ISO. 

4.2. NIST SP 800-30, NIST SP 800-37 

and NIST SP 800-39 

NIST CSF incorporates risk assessment as 

part of its cybersecurity implementation 

process, although it does not specify a 

particular risk management methodology. 

In addition to the CSF, NIST has released 

several publications, such as NIST SP 800-

30, NIST SP 800-37, and NIST SP 800-39, 

that address several aspects of risk 

management. NIST SP 800-30 provides 

guidance for conducting information 

security risk assessments, including 

identifying assets, threats, and 

vulnerabilities, and determining the 
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likelihood and impact of risks. NIST SP 

800-30 focuses on identifying and 

assessing risks to information systems and 

how those risks may impact the 

organization. The last version of NIST SP 

800-30, Rev. 1, was published in July 2012 

[60]. NIST SP 800-37 offers a detailed 

description of the risk management 

framework (RMF) and provides guidance 

on how to apply it to information systems 

and organizations. The RMF is a rigorous 

and adaptable process for managing 

security and privacy risks, encompassing 

the categorization of information security, 

the selection of appropriate controls, their 

implementation and evaluation, the 

authorization of system and common 

controls, and continuous monitoring. The 

focus of NIST SP 800-37 is on the 

implementation of the RMF and how risks 

can be effectively managed throughout the 

entire information system life cycle. The 

latest version of NIST SP 800-37, Rev. 2, 

was published in December 2018 [51]. 

NIST SP 800-39 provides guidelines for 

enterprise-wide IT risk management. This 

publication focuses on organization-wide 

IT risk management, including the 

assessment and management of IT risks 

that may impact the organization as a 

whole. NIST SP 800-39 also includes the 

management of IT risks related to external 

vendors and third parties, as well as the 

management of information security 

incidents. The last version of NIST 800-

39, Rev. 2, was published in November 

2019. Figure 6 provides a short description 

of the steps involved in implementing 

NIST SP 800-39 [61]. 

 

Figure 6. Steps for implementing NIST 

800-39. 

3. MAGERIT 

 The CSAE (Consejo Superior de 

Administración Electrónica) created and 

advocates for MAGERIT, recognizing the 

growing significance of information 

systems for both public administration and 

society as a whole in achieving their goals. 

Robust security measures must be 

implemented to manage these systems and 

maintain the confidence of service users. 

The objective of MAGERIT is to raise 

awareness among organizations about the 

need to manage risks systematically, with 

the aim of keeping them under control and 

preparing for evaluation, audit, 

certification, or accreditation processes. 

The methodology aims to ensure 

uniformity in the reports that include the 

findings and conclusions of the risk 

analysis and management activities. 

Ultimately, MAGERIT aims to implement 

security measures that support the 

confidence of users of services. The 

methodology is composed of three main 

stages, which are as follows 

After analyzing the ISO/IEC 27001, NIST 

CSF, and MAGERIT standards, it is 

evident that effective risk management is a 

critical component of a robust information 

security program. In summary, risk 

management is the process of identifying, 

assessing, and prioritizing risks and 
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implementing strategies to mitigate or 

eliminate those risks. It involves 

identifying potential threats, 

vulnerabilities, and assets at risk, assessing 

the likelihood and potential impact of each 

risk, and developing and implementing 

controls to manage or eliminate them. 

4.4. Risk Management Process 

Comparison 

 By using a risk management approach, 

organizations can prioritize their security 

efforts and focus on the most critical areas. 

The risk management process should be an 

ongoing, iterative process that adapts to 

changing threats and business needs. 

Overall, it is a vital part of any 

organization’s security program. The goal 

of risk management is to develop and 

implement strategies that reduce the 

likelihood and impact of identified risks. 

Sections 4.4.1–4.4.3 elaborate on how 

NIST CSF, ISO/IEC 27001:2022 and 

MAGERIT undertake these processes by 

highlighting the similarities and 

differences among. 

4.4.1. Identifying Potential Risks  

To safeguard information security in any 

organization, it is crucial to identify 

potential risks. The ISO/IEC 27001:2022, 

NIST 800-39, and MAGERIT 

methodologies employ a series of 

procedures to achieve this goal. Table 3 

summarizes the key steps involved in risk 

identification. These steps involve 

comprehending the context, recognizing 

critical processes and assets, identifying 

possible threats and vulnerabilities, 

evaluating the probability and impact of 

risks, prioritizing them, and devising 

response plans. ISO/IEC 27001:2022, 

NIST CSF, and MAGERIT provide 

guidance on risk identification and 

management, with ISO/IEC 27001:2022 

focusing on identifying risks to the CIA of 

information, NIST CSF focusing on 

identifying risks to critical infrastructure 

and information systems, and MAGERIT 

focusing on identifying, assessing, and 

prioritizing risks to information systems, 

including identifying potential attackers or 

actors responsible for an attack. The 

frameworks suggest various techniques 

and methodologies, such as threat catalogs 

or analysis techniques, including SWOT 

(Strengths, Weaknesses, Opportunities, 

and Threats) or FMEA (Failure Mode and 

Effect Analysis), the NIST SP 800-30, 

NIST SP 800-37 or NIST SP 800-39 

documents, and the MAGERIT 

methodology, to help identify relevant 

risks and vulnerabilities. 

Table 3. Process of risk identification for 

each methodology. 

 

4.4.2. Risk Assessment  

Risk assessment is the process of 

identifying, analyzing, and evaluating risks 

to determine the likelihood and potential 

impact of those risks. The main goal of 

risk assessment is to identify potential 

risks and provide information that can be 

used to make in-formed decisions about 

how to manage those risks [62] 

Risk assessment processes commonly 

utilize qualitative assessment methods, 

which rely on subjective understanding 

and evaluation of risks. However, the 

results obtained from these methods may 

be somewhat subjective. By contrast, 

quantitative methods employ specific risk 
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indicators, resulting in more objective and 

reasonable outcomes based on numerical 

data and statistics. Hybrid methods exist 

that combine aspects of both the 

qualitative and quantitative approaches, 

effectively addressing the complexity of 

risk assessment. These methods have also 

been expanded to handle uncertainty 

factors and evaluate safety risks in 

financial terms [58,63]. 

In this phase, the likely impact of every 

potential threat on each of the recognized 

assets is assessed, taking into account the 

CIA and non-repudiation of the 

information. While this step is not 

typically part of the risk assessment 

process, it can be inferred from appropriate 

security measures implemented to 

safeguard the CIA of the information. The 

latter is a crucial aspect, although it is not 

specifically evaluated directly in the risk 

assessment. Risk assessment is founded on 

threat assessment, which involves 

identifying potential vulnerabilities and the 

ways in which they could be exploited. A 

threat vector, on the other hand, refers to 

the path taken by an attacker to target the 

system. Threat sources are categorized into 

four types—adversarial, accidental, 

structural, and environmental—which can 

be either internal or external. 

• Adversarial threats originate from 

individuals, groups, organizations, or 

nations. • Accidental threats refer to 

unintentional actions.  

• Structural threats are caused by 

equipment or software failures.  

• Environmental threats arise from external 

disasters, which can be either natural or 

human-made, such as fires and floods. 

• Assessing the likelihood of an attack 

originating from a human threat source can 

be challenging and may involve evaluating 

factors such as skill level, motive, 

opportunity, and size.  

• Vulnerability assessment, on the other 

hand, takes into account several factors, 

such as exploitability, ease of detection, 

intrusion detection, and awareness. A 

combination of historical and estimated 

data should be used to provide the most 

accurate probability of an event occurring.  

• The magnitude of impact should be 

determined, which can be classified on a 

scale ranging from very low to very high 

or negligible to catastrophic impact. 

4.4.3. Treatment and Control  

The ISO/IEC 27001:2022 and MAGERIT 

guidelines emphasize that the selection of 

a control must be based on the results and 

conclusions derived from the risk analysis 

and assessment process. Figure 7 shows 

the control measures, which are 

categorized by family in each of the 

standards. ISO/IEC 27001:2022 classifies 

them into four categories, while NIST 800-

53 Rev. 5 has 20 categories, and 

MAGERIT has 16 categories, which are 

quite similar to those of NIST, with minor 

variations in the naming conventions of 

the categories. The figure shows a short 

description of these categories per family 

 

Figure 7. Controls categories by 

framework. 

Discussion 
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 Risk management is an indispensable 

process for maintaining information 

security in any organization. There are 

several methodologies available for 

conducting risk management, each with its 

own unique approach and characteristics. 

This section aims to Figure 7. Controls 

categories by framework. 5. Discussion 

Risk management is an indispensable 

process for maintaining information 

security in any organization. There are 

several methodologies available for 

conducting risk management, each with its 

own unique approach and characteristics. 

This section aims to highlight the 

distinctions between three frameworks, 

ISO/IEC 27001:2022, NIST CSF and 

MAGERIT, and provide recommendations 

for selecting a specific approach based on 

particular circumstances. ISO/IEC 

27001:2022 is centered on information 

security management and prioritizes the 

identification of information assets, 

evaluation of the associated risks, and 

implementation of relevant control 

measures. One of the advantages of 

ISO/IEC 27001:2022 is its structured and 

process-oriented approach, which 

facilitates effective and efficient 

information security management. 

However, the implementation of ISO/IEC 

27001:2022 can be expensive and 

demands significant investments in terms 

of time and resources. When it comes to 

the IoT and IoS, ISO/IEC 27001 can be 

used to ensure the CIA of data exchanged 

through these systems. The standard can 

also be used to manage risks associated 

with the use of IoT and IoS devices in an 

organization’s network. 

The NIST CSF functions are presented in a 

user-friendly language that can be applied 

to various types of risk management. The 

framework is self-assessing and offers 

flexibility in the selection of a risk 

management methodology. Organizations 

can choose from among NIST’s 

publications, such as NIST SP 800-30 for 

information security risk assessment, NIST 

SP 800-37 for the implementation of the 

information security risk management 

framework, and NIST SP 800-39 for 

enterprise-wide IT risk management. 

Alternatively, they can select any other 

methodology that meets their specific 

requirements. NIST CSF can be applied to 

the IoT and IoS to help organizations 

identify and manage the cybersecurity 

risks associated with these systems. For 

example, the Identify function can help 

organizations understand the types of IoT 

and IoS devices used in their networks, 

while the Protect function can help 

organizations secure these devices and the 

data they transmit. 

MAGERIT, developed by the Spanish 

government, concentrates on managing 

information security risks in the public 

sector through a life cycle approach that 

covers identifying assets, threats, 

vulnerabilities, and risks, selecting security 

measures, implementing controls, and 

continually monitoring them. Its strength 

lies in its all-encompassing approach, 

which enables a thorough and methodical 

assessment of information security risks. 

Nonetheless, the MAGERIT approach may 

be too intricate for smaller and less 

complex organizations. MAGERIT can be 

used to manage risks associated with the 

IoT and IoS by identifying the assets, 

threats, vulnerabilities, and impacts of 

these systems. The framework can also be 

used to select appropriate controls to 

manage the risks associated with IoT and 

IoS devices. 

The NIST CSF, ISO/IEC 27001, and 

MAGERIT frameworks can be applied to 

the IoT in a similar manner as they are 
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applied to other information systems. 

However, there are some specific 

considerations that need to be taken into 

account when applying these frameworks 

to the IoT. Some of these considerations 

are as follows: • Scalability: IoT systems 

can have a large number of devices, which 

can make it difficult to scale the 

application of these frameworks. • 

Diversity of devices: IoT devices come in 

different shapes, sizes, and functionalities. 

This can make it challenging to identify 

and classify all the risks associated with 

these devices. • Real-time nature: Many 

IoT systems operate in real time, which 

can make it difficult to implement some of 

the risk management processes outlined in 

these frameworks. • Data privacy: IoT 

devices generate a lot of data, and these 

data can be sensitive. Therefore, privacy 

and security considerations should be 

given a higher priority in IoT systems. 

Despite these challenges, the frameworks 

can be applied to the IoT by adapting their 

application to the specific requirements of 

these systems. For example, risk 

assessments should be conducted regularly 

to identify new risks and to determine the 

effectiveness of existing controls. 

Additionally, security controls should be 

implemented in a layered approach to 

ensure that all the components of the IoT 

system are adequately protected. Finally, 

organizations should ensure that they have 

a clear understanding of the data that are 

being collected and stored by IoT devices 

and implement appropriate measures to 

protect these data. 

In addition, the role of structured and 

unstructured data in complex organizations 

cannot be overstated, particularly when it 

comes to cybersecurity. With the 

exponential growth of data in recent years, 

it has become increasingly challenging for 

organizations to manage and secure their 

information effectively. In particular, 

unstructured data (data that lack a 

predefined data model or structure) pose a 

significant challenge [64]. Unstructured 

data can take many forms, including text 

documents, images, audio and video files, 

social media posts, and email messages. 

Such data are often generated and stored in 

disparate systems and locations, making 

the data difficult to track and secure. 

Furthermore, unstructured data are 

susceptible to cyber threats such as 

malware, phishing attacks, and data 

breaches. To address these challenges, 

these frameworks provide a structured 

approach to managing cybersecurity risks, 

including those associated with 

unstructured data. For example, ISO/IEC 

27001 requires organizations to identify 

the types of information they process, 

including unstructured data, and 

implement appropriate controls to protect 

that information. MAGERIT might be 

used in a public organization to identify 

and assess the risks associated with both 

types of data. NIST CSF might be used to 

provide specific guidance on how to 

implement security controls for both 

structured and unstructured data in 

complex organizations. 

To ensure information security and 

business continuity, organizations should 

evaluate their needs and choose a risk 

assessment methodology that aligns with 

their objectives and available resources. 

Smaller and less complex organizations 

may find ISO/IEC 27001 beneficial due to 

its structured and process-based approach. 

Conversely, larger and more complex 

organizations may prefer NIST CSF or 

MAGERIT, which offer a detailed and 

holistic approach. Ultimately, selecting a 

methodology and conducting a risk 

assessment are essential for all 
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organizations to protect their information 

assets and maintain business continuity 

6. Conclusions  

It should be emphasized that the 

implementation of cybersecurity 

frameworks for the IoT requires 

meticulous planning and execution, which 

involves identifying assets, evaluating 

risks, and establishing suitable security 

controls to safeguard the assets to ensure 

the sufficient protection of the devices and 

the data they handle and transmit. 

The three information security standards, 

ISO/IEC 27001:2022, NIST CSF, and 

MAGERIT, have distinct approaches to 

information security management and are 

applicable in different geographic contexts 

and sectors. ISO/IEC 27001:2022 is a 

widely accepted international standard that 

focuses on information security 

management and provides guidelines for 

protecting and managing information and 

offers the option of certification to 

demonstrate compliance with the standard. 

NIST CSF, on the other hand, focuses 

more on implementing information 

security solutions and is more suitable for 

government organizations in the United 

States. MAGERIT, developed by the 

Spanish government, concentrates on risk 

assessment and management at the 

organizational level, and it can be applied 

to different types of organizations in Spain. 

In any case, the appropriate standard to use 

depends on the specific needs and 

objectives of the organization. Despite 

having some similarities, each standard has 

its own unique strengths and weaknesses, 

and choosing any of them can enhance an 

organization’s information security. 

However, it is crucial to carefully consider 

which standard is most suitable for an 

organization’s security needs and 

requirements. One recommendation for 

future work is studying the maturity of the 

cybersecurity frameworks of Mexican 

companies, which could be done through a 

data mining analysis of major 

organizations. This study would involve 

collecting and analyzing data related to 

cybersecurity practices, policies, and 

procedures from a sample of organizations 

in different sectors, such as finance, 

healthcare, and government. The analysis 

could focus on various aspects of 

cybersecurity, including risk management, 

threat detection and response, incident 

management, and employee training and 

awareness. 
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