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ABSTRACT:The goal of security is to safeguard assets. Defense, detection, and deterrent are all elements of
security that may be used to any scenario. Hardware, Information, as well as software on a computer network
are all protected by network security. Attacks that create a denial of service (DoS) have a significant effect on
the online world. The goal of these assaults is to prevent genuine users from accessing services. Attackers
may quickly drain a victim's resources by exploiting computer weaknesses. To counter DOS assaults, a
number of unique methods have been created. To address security issues, some companies create a variety of
defensive mechanisms. The different kinds of attacks and solutions connected with each layer of the OSI
model have been presented in this article. The effects of these assaults and remedies vary depending on the
context. As a result, the fast development of new technology may result in even worse assaults in the future.
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1. INTRODUCTION

The basic goals of network security are the availability, security, and confidentiality of
computer system resources. The security protocol is a crucial part of network security.
Security protocols are established for entity authentication, key agreement, and secure
connections prior to any data transfers between any network entities. Numerous security
mechanisms might be vulnerable to a DOS assault since various verification stages could
demand resource-intensive executions, giving attackers access to legitimate users' resources.
In order to stop malicious traffic from flooding the network, the Internet Key Exchange (IKE)
protocol employs public key techniques to authenticate the protocol initiator. Protocol
designers must be aware of this issue and provide secure protocols in order to counter DOS
assaults. As a result, security procedures may be used to provide sensitive information and
necessary services. The network connection and data transmission are thus secure.
Organizational components of security programmes include authority, planning, evaluative
analysis, and maintenance. When attackers send attack messages from several sites across the
network, it is referred to as a distributed denial of service (DDOS) assault[1]-[3].

A Single-Source Denial of Service (SDOS) attack occurs when all of the attacker's assault
messages originate from a single site. A DOS attack is a malicious attempt made by one
attacker or a group of attackers to harm an internet service. Attacks that create a denial of
service may endanger your life both while and after they occur. A terrorist group conducted a
DDOS attack against 19,000 French websites on January 7, 2015. Both low-level government
and commercial websites were the targets of this. In Paris, the ISIS flag was vandalised and
hacked on several websites. A few warning indications of an attack include abnormally
sluggish network performance, the unsuitability of a certain website, difficulty accessing any
website, etc. DOS attackers often do it for monetary or commercial gain, unavoidable
sluggish network performance, retribution, ideological conviction, intellectual challenge,
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serviceinterruption, and cyberwarfare [4]-[6].The different DOS assaults involved in each
tier of the OSI model are discussed in this article, and remedies are given for those attacks.

We have given the most effective remedy for these assaults, and additional solutions may be
developed in the future. Because the effects of assaults may change depending on the
platform or environment, solutions will also have domain-specific limitations. We also
address the importance of distributed denial-of-service assaults, which have affected a
number of sectors. A comprehensive analysis of DDoS attacks that have afflicted numerous
nations across the globe. As technology advances at a rapid pace, a slew of new threats
emerge. We may not be able to determine the optimum answer for attacks, but we can take
preventative steps to address any difficulties or problems that may arise[7].

1.1 Process of DDOS Filtering:

The process of Distributed Denial of Service is shown in Figure 1.
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Figure 1: The above figure shows the Distributes Denial of Service.

e The hacker makes an initial effort to learn more about the targeted system.

e The hacker then uses any elementary tactics to take advantage of the system's flaw.

e These assaults are recognised and filtered using DDOS sensors (or comparable
technologies).

e The discovered assaults are eliminated by the DDOS filter (or comparable
technologies).

e Finally, scattered users of the network may do so without experiencing any issues.

1.2 DOS Attacks Taxonomy:

A network system design that permits communication across different systems is the OSI
model. It has seven layers, each of which offers a distinct perspective on the diverse network
security requirements. DOS assaults come in a variety of forms. It may be on the client,
server, or network at any moment. Various methods are used to hack the legitimate user's
machine in these assaults. Some assaults have permanent remedies, while others may result in
significant financial loss with no desired outcome[8].

1.3 OSI Layers, Attacks and Solutions:
1.3.1 Layer of the Application:
1.3.1.1 Bombs in E-Mail:
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The usage of an e-mail bomb causes the software to hang or terminate prematurely. It is a
hazardous piece of code that comprises of a huge number of emails aimed at a certain system.
This kind of mail bomb is often used to bring down an email server or slow down a user's
computer. When a user downloads a large quantity of emails, the email's allotted storage
capacity is quickly depleted. This causes the server to crash. The primary goal of email
bombers is to sabotage emails and damage the Internet Service Provider (ISP) they are
targeting. It disrupts connectivity, overburdens network connections, and depletes system
resources[9]-[11].

To avoid this attack, email bombers are blocked by ISPs, and proxy servers are used to verify
malware content and filter communications from certain IP addresses and protocols before
they are sent to clients or users. Before messages are sent to the target system, they are
authenticated using the Simple Mail Transfer Protocol (SMTP).

1.3.1.2 Flood of DNS

A distributed denial of service (DDOS) attack known as a DNS flood is used to bring down
one or more Domain Name System (DNS) servers in a certain zone. With each request, DNS
servers function as the "road map" for the internet, pointing users to the appropriate server.
Due to the fact that DNS servers use the UDP protocol for name resolution, this approach
serves as an alternative to the UDP flood assault. The offender runs a script that was
assembled from many servers. These programs send faked IP addresses faulty packets.
Randomized packet data aids offenders in evading typical DDOS defense such as IP filtering.
If you know the offender's IP address, the first step is to use firewall protection rules to
restrict traffic from such addresses.

The second option is to employ Denial of ServiceDDOS Protection to minimize DNS floods
among genuine business clients.

1.3.1.3 HTTP-based attack:

The main objective of the attacker is to assault a web server or application via HTTP GET or
POST requests. HTTP flood attacks employ a network of linked computers to launch a large-
scale assault. The targeted website or server is taken down using less bandwidth than in
earlier attacks. All incoming site traffic is monitored and categorised by Web Application
Protection by Encapsulate. This is specifically meant to stop all HTTP floods and other
DDOS attacks at the application layer by identifying malicious bot traffic.

1.3.1.4 Attack on Slow Reading

An undetected denial of service is the goal of a slow read attack, which takes use of a TCP
persist timer flaw. The server receives a legitimate HTTP request from the attacker, but the
response is sent so slowly that the connection must stay open. The client notifies the server
that it is reading data by sending a zero window to the server.

As part of its assault prevention, NetScaler has the intelligence to detect such open
connections and quietly remove them. When a high number of connections are collected in a
small window size circumstance, it is triggered.

1.3.1.5 Attack of the Teardrops:

It sends the fragmented packets to the intended recipient. Due to a TCP/IP fragmentation
reassembly problem, the recipient computer is unable to reassemble the fragmented packets.
As a result, the packets overlap and cause the targeted network device to fail. The most
effective method to counteract this assault is to upgrade network gear and software.

1.3.1.6 Attack on a URL:
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A URL manipulation attack that alters URL parameters and sends them back to the service
provider compels the web application to do activities like accessing sensitive server files and
forwarding to other websites. The web server should be set up as follows to stop this attack:
turn off the display of files in directories without an index file, eliminate unnecessary script
interpreters, delete unnecessary directories, and remove unnecessary files.

1.3.1.7 Attack on the Buffer Overflow:

When the buffer size is exceeded, data overflows from one buffer to the next. Because the
buffer can only hold a certain amount of data, once it fills up, the data flows somewhere else.
This has the potential to corrupt the data in that buffer.

1.3.1.8 Probing WSDL.:

During this assault, hackers probe the Web Service Definition Language (WSDL) interface
for sensitive data such as invocation patterns, technology implementations, services ports,
customer-accessible bindings, and vulnerabilities. This kind of probing may be used to carry
out serious attacks, such as parameter manipulation, malicious content injection, command
injection, and other tactics. Because of this, a hacker may send the Web service certain
special characters or malicious code, leading to a denial of service or unauthorised database
access. The WSDL file must be protected, or access must be limited to it. Check for injection
vulnerabilities in the WSDL interface's functionality. Since function names are easily guessed
and might serve as an attack entry point, check the naming convention.

1.3.1.9 Attack of the RUDY:

Long form fields are used by the low-level, slowly advancing RUDY attack to bring down a
web server. It scans the given page for and locates web forms. At regular intervals after the
detection of the forms, it sends an HTTP POST request with a long content length header
field containing one byte sized packet data. To evade detection, this information is sent
slowly and in bits, which causes a backlog of application threads and prevents the server from
cutting off the connection.

This attack is challenging to find because of the unforeseenly massive network oscillations.
One way to identify anything is to keep an eye on the server resources. For instance, it can
identify server memory, connection tables, threaded programmes, and long-running open
network connections. Misuse may be identified and followed up on using behaviour analysis
of open server connections. The incoming requests from clients to the server are watched
using the security services offered by Encapsulate.

1.3.1.10 An XML Injection Attack:

The attacker in this instance tries to add XML instructions and change the XML structure. As
a consequence, it may lead to breaches of security objectives like Integrity and Access
Control because of the modification of payment information and unauthorised admin access.
By restricting and sanitising any user input before it is processed, this XML injection threat
may be prevented. By carefully observing every input, this assault might be stopped. To
achieve this, remove all single and double quotations from the user's input. Therefore, the
necessary syntax and techniques of the Extensible Markup Language (XML) library must be
utilised.

1.3.1.11 Malicious attack:

A programme or file known as malware—often referred to as malicious software—is
intended to harm a user's computer. Malware includes things like Trojan Horses, worms,
viruses, and spyware. Without the user's knowledge or permission, these programmes are
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used to gather data about their machine. Anti-virus software was used to remove this harmful
attack. This limits access to the user's system resources and is used to find the malware file
on the user's system.

1.3.1.12 Attack on Resource Depletion:

It is sometimes referred to as a "disc space attack” and is used to access certain system
resources repeatedly until they are completely used. For instance, the attacker may bombard a
website with requests to create users or baskets. Radmin is used to recognise and prevent this
attack.

2. DISCUSSION

The author has discussed about the survey on denial of service attacks on application layer,as
well as answers to such attacks. Increased internet expansion organizes new technological
development on a daily basis, and new DOS assaults may emerge as a result. We may have to
deal with the repercussions of such assaults in the future.Network security safeguards
material, hardware, and application on a computer network. Attacks that cause a failure of
service (DoS) have a big impact on the internet. These attacks are intended to avoid at all
costs services.As a result, we must concentrate on developing the right system and policies in
response to the security threat. As a result, we will be able to prevent any future assaults or
threats.

3. CONCLUSION

The author has discussed about the survey on denial of service attacks on application
layer,Defense, detection, and deterrence are all security aspects that may be used to any
situation. By exploiting computer flaws, attackers may rapidly deplete a victim's resources.
When the attacker's assault messages come from a single site, it is a Single-Source Denial of
Service (SDOS) operation. A DOS attack is a deliberate effort by one or more criminals to
stop an internet service from operating. Denial-of-service attacks may be devastating in their
beginnings and outcomes. A gang of terrorists launched a distributed denial-of-service
(DDOS) assault against 19,000 French websites on January 7, 2015. Websites for businesses
and small-scale governments were also targeted. The ISIS flag has been added to several
websites in Paris that have been hacked. Some indications of the attacks include unusually
sluggish network performance, the unsuitability of a certain website, the inefficiency of
browsing any website, and so on. To counter DOS assaults, several novel strategies have
been created. To address security issues, several firms use a variety of protective techniques.
This article examines the many dangers and countermeasures connected to each layer of the
OSI model.
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