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Abstract:  Wireless wearable sensor devices and cloud of things aid patients in current health care. m Health offers more 

features than traditional health care services. It makes monitoring, sharing, diagnosing, and remotely engaging with patients 

via cloud of things easier. Wearable gadgets in health care raise various security concerns, including data privacy and 

security. Patient-driven mobile health has grown. Wearable sensors collect real-time patient data, which is aggregated and 

encrypted at end user devices. Doctors, nurses, and researchers store and access the encrypted data in the cloud. Sharing 

scalable encrypted data efficiently is difficult. 

 

This project proposes a Lightweight Sharable and Traceable (LiST) safe mobile health system. Patient data is encrypted end-

to-end. LiST provides precise keyword search and protected data access control. Traitor tracing and user revocation are 

supported. Traitors sell their search key to coworkers and steal allowances. How-ever, the cloud handles most cryptographic 

computations while end user devices perform light tasks. LiST is secure without a random oracle. Extensive experimentation 

improves system performance. Health care information technology is growing worldwide. Only devolved countries used 

smart devices in health care. Today, poorer nations are also adopting it. Everyone wants to utilize smartphones and their 

apps. Users want mobile apps because of this transition. Even doctors and patients are comfortable using mobile devices for 

patient records and diagnosis. 

 

Information technology in healthcare is growing worldwide. In health care, mostly devolved countries used computers and 

technology. Now developing nations are too. Mobile networks in most of a country make everyone want to utilize them. Smart 

phone use has skyrocketed in recent years. Users want mobile apps because of this transition. Smartphones can now run most 

desktop apps. 
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 INTRODUCTION 

The needs of patients are met in today's modern health care services 
through the utilization of wireless, wearable sensor devices and the 
cloud of things. In comparison to the health care services that are 
already available, newer technologies such as m Health offer a 
greater variety of options and improvements. It enables greater 
flexibility in terms of monitoring patients' records, exchanging 
patients' data, providing patients with the necessary diagnosis, and 
remotely communicating with patients via the cloud of things. 
However, if we introduce wearable devices to the health care 
service, there are a great deal of security concerns, such as the 
privacy and protection of health care data that need to be taken into 
consideration. A new patient-driven approach has contributed to the 
emergence of the mobile health system. The system enables the 
aggregation and encryption of patient data at the end user devices, 
as well as real-time collecting of patient data through the use of 
wearable sensors. After that, the encrypted data is uploaded to the 
cloud in a distributed way for the purpose of storage and access by 
members of the health care personnel such as doctors, nurses, and 
researchers. Nevertheless, the difficult difficulty is to exchange 
scaled encrypted data in an effective manner. 
 
In this project, we propose developing a secure mobile health 
system that is lightweight, sharable, and traceable (LiST). Patients' 
data are protected using encryption that goes all the way through. 

LiST is capable of providing both an effective keyword search and 
an exquisite access control mechanism for encrypted data. 
Additionally, it allows for the cancellation of users and enables the 
tracing of traitors. Traitors make a financial profit by selling their 
search key to their fellow employees as well as access allowances. 
How-ever, The majority of the cryptographic processing work, 
which can be quite intensive, is offloaded to the cloud, while just 
the most basic operations are carried out on the devices used by end 
users. We use a formal approach to defining LiST's security and 
demonstrate that it is secure even in the absence of a random oracle. 
Extensive testing is done in order to attain the desired performance 
levels in the system.  
 
The field of health care information technology is a relatively new 
one, but its application is becoming more widespread all over the 
world. Until recently, the only countries that used smart gadgets in 
the healthcare sector were those that had decentralized their 
responsibilities. But things seem rather different now, particularly 
because developing nations are also making progress in that 
direction. Everyone has an interest in using mobile phones and the 
expanding number of applications available for them. The user 
community is becoming increasingly vocal about the need for 
mobile application development as a result of this trend. Even 
health care service providers and patients themselves are beginning 
to feel more at ease with the usage of mobile devices for the 
diagnostic procedure and patient records. 
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The frequency with which information technology is applied to the 
field of providing medical care is growing on a daily basis in every 
region of the world. In the past, predominantly devolved countries 
made use of computers and the various equipments associated with 
them in the field of healthcare. But in today's world, developing 
countries are also making progress in that direction. Everyone in a 
country is more likely to be interested in using mobile phones if 
mobile networks are covered in the majority of the country's 
territories. In addition, throughout the course of the past few years, 
the number of people using smart phones has significantly 
expanded. The user community is becoming increasingly vocal 
about the need for mobile application development as a result of 
this trend. Users can now access the majority of desktop apps on 
their mobile devices, such as smart phones. 
 
The way that businesses operate in the healthcare sector is also 
being disrupted by the rise of the internet. It presents astonishing 
prospects for information sharing amongst specialists in the 
healthcare industry and for reducing the time-consuming and 
expensive paper trail. However, in order to safeguard the 
confidentiality of patient records, businesses need to develop secure 
architecture. This is necessary given that the privacy and integrity 
of patient information are two of the most important requirements 
for mobile healthcare security. It is important to ensure that 
unauthorized individuals are unable to access such information, 
which includes details on a person's medical treatment and other 
aspects of their life, such as their social standing. Protecting patient 
confidentiality from network-based infractions is one of the 
benefits of healthcare security. Other benefits include securely 
providing information to remote physicians, partners, and branch 
offices and complying with government requirements regarding 
network security. 
 
Mobile Health (mhealth) 
 
When it comes to providing public health care and other 
preventative services, the utilization of smart phones, tablets, and 
other mobile devices is referred to as mobile health technology. 
Healthcare professionals make use of this technology so that they 
can gain access to electronic health records (EHR), coordinate with 
care teams, communicate with patients through patient portals, 
carry out real-time monitoring of patients, improve disease 
diagnosis, and track diseases. Additionally, we provide a service 
that is known as telemedicine, which is the delivery of medical 
treatment digitally through the use of the cloud. Patients are able to 
maintain control of their own medical records, have access to their 
electronic health records (EHR), and maintain communication with 
their respective healthcare providers by utilizing this technology. 
This application gives patients and doctors the ability to access and 
share data when it is required, which results in time savings for 
both the patients and the doctors. Everyone's lives are made simpler 
and healthier because to the advancements that have been made in 
medical technology in recent decades. Even health care service 
providers and patients are growing increasingly accustomed to the 
concept of utilizing mobile devices to access patient records and/or 
to assist in the process of making a diagnosis for patients. This shift 
in attitude is due in large part to technological advancements. 

 

 
Figure1.1: Critical success factors of m-health implementation 

(1-s2.0-S2405844018324915-main.pdf) 

 

Distributed Cloud 

 
It refers to a setup in which a single file system grants access to a 
variety of clients all at the same time. Each file is split up into 
multiple fragments, which are then stored on their own individual 
computers in several distinct locations. It significantly simplifies 
the process of running multiple programs simultaneously. As a 
direct consequence of this, both the communication and the 
performance will advance at a brisker pace. Under the aegis of this 
program, computerized medical records are sectioned up into ever-
more-granular components before being uploaded to the cloud for 
storage. Because protecting one's privacy, one's integrity, and one's 
anonymity are the three most important aspects of security. It will 
perform more quickly while simultaneously cutting down on the 
amount of time required to carry out the action. 
 
Health matters. Paper healthcare inefficient cloud, mobile, satellite, 
and connectivity increased e-health. E-health analyzes health data 
to improve healthcare. EHRs, EMRs, and PHRs scan paper records. 
EHRs are called EMRs in healthcare. Patients keep PHRs. PHRs 
measure blood pressure, glucose, and heart rate. Global e-health 
rollout; EHRs are worth it. Patients share EHRs. Electronic 
documents may help doctors decide. General practitioners and other 
healthcare providers contribute medical data to a national sickness 
tracking database. Despite their benefits, health data security and 
privacy concerns have hindered their use. Patients can disclose. 
Data security prevents loss, manipulation, disclosure, and access. 
Health data can ruin one's life, social standing, and stability. 
Studies suggest people don't communicate health information 
outside of therapy. E-health systems abuse sensitive health data. 
Privacy Rights Clearinghouse (2005) reports 22 million healthcare 
privacy breaches. Statistics include PHI theft. To enjoy e-health 
systems while respecting users' privacy, advanced security and 
privacy measures are needed. E-health systems secure sensitive 
data. Distributed e-health models provide privacy and data 
mismanagement. Thus, thoughtfulness security and patient privacy 
problems hinder EMR use in healthcare. This study proposes a 
healthcare-specific secure multifactor remote user protocol. 
Password, smart device, and biometrics protect identity. Biometrics 
can't be stolen, faked, or forgotten. AVISPA verified online. 



IJFANS International Journal of Food and Nutritional Sciences 

ISSN PRINT 2319 1775 Online 2320 7876 
 

Research paper                 © 2012 IJFANS. All Rights Reserved,  UGC CARE Listed ( Group -I) Journal Volume 12,  Iss 1, Jan 2023 

 

223 | P a g e  

 

Patient-server authentication protects data and systems. The 
protocol is secure. 
 

Related work 

 
User authentication, privacy, data stream deletion, and tracking are 
healthcare security issues. This paper addresses remote user 
authentication. Remote healthcare system users—patients, doctors, 
and physicians—authenticate. Authenticated users can access data 
through mobile or terminal. Most user authentication methods in 
the literature employ single-factor authentication (passwords). 
Single-factor authentication proved insecure. Smart cards and 
biometrics improve authentication and security. Recent Healthcare 
user authentication methods are covered here. Mobile cloud 
computing users can employ multi-factor authentication. 
Username/password, mobile number, and bio-information 
authenticate this system. This design includes mobile devices, a 
management server, storage, and a cluster host. TLS/SSL was 
assumed for authentication system-wireless access point 
connections. Protocol registration and authentication; registration 
requires ID. The management server stores hashed password, face, 
voice, and mobile device unique values (IMEI, IMSI) after 
checking for previous storage. After receiving login credentials, the 
management server calls one or more clustered hosts to authenticate 
the data against storage. The management server responds to the 
user with the result. Clustered VMs optimized authentication. 
However, cloud bio-data should be encrypted. This protocol lacks 
user-management server mutual authentication. Mobile devices 
should have good cameras for authentication. Revealed has several 
security issues and gave a protocol to fix them. Suggested multi-
server tele-care medication information system authentication; 
smart cards and elliptic curve cryptography agree session keys. 
This authentication method secures patient-doctor communication 
via unsafe channels. Safe guarded biometric security methods from 
forgeries, off-line password guessing, and replay attacks. They 
negotiated USB Mass Storage Device data encryption session keys 
using mutual authentication. Tele care medical information System 
authentication methods have forward secrecy, impersonation attack, 
and known random value attack. They improved it using elliptic 
curve systems proposed a two-factor ECC-based anonymous 
authentication and key agreement approach to solve the weakness 
of 
 

Proposed System 

 

 
Figure1.2: Proposed System 

 
 
Within the framework of the proposed system, a coordinator node 
would be implanted within the patient's body. This node would be 
in a position to receive all of the signals from the wireless sensors 
and then relay them to the base station. The patient's sensors create 
what is known as a wireless body sensor network (WBSN) when 
they are attached to the patient's body. This network is equipped 
with the capability to sense the patient's vitals, including their heart 
rate and blood pressure. This system is able to recognize abnormal 
circumstances, trigger an alarm for the patient, and communicate 
with the attending physician through email or text message when an 
abnormality is detected. Additionally, a number of wireless relay 
nodes are incorporated into the system that is under evaluation. 
These nodes are responsible for conveying the data that has been 
transmitted by the coordinating node and delivering it to the base 
station. They do this by communicating with the base station. 
When compared to earlier systems, the primary benefit of this one 
is that it is able to cut down on the amount of energy that is used, 
which in turn extends the lifespan of the network. Additionally, it is 
able to speed up and extend the communication coverage, which in 
turn increases the freedom for patients and improves their quality of 
life. Finally, it is able to do all of these things simultaneously, 
which is another advantage. We have built this system in a multi-
patient architecture for hospital health care, and we have compared 
it to other contemporary networks that are based on multi-hop relay 
nodes in terms of coverage, energy consumption, and speed. This 
was done in order to determine which system is superior. 
 

LITERATURE SURVEY 
 

Remya Sivan and Zuriati Ahmad Zukarnain[1]  
Cloud computing changed healthcare; scalability, AI, and machine 
learning are significant benefits of cloud computing in healthcare. 
This paper investigated intelligent techniques in health systems and 
technology security and privacy issues. Cloud-computing for 
healthcare has administrative, technological, and security 
challenges. 

This legal essay discusses the expanding need for cloud computing, 
its definition, healthcare technologies, their challenges and promise, 
and how protection measures are planned and implemented when a 
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corporation employs the latest developing service model. This 
paper analyzes e-Health security and privacy practices. Both sides 
have merits. We studied original publications and discovered 
solution models. We choose reviewed papers after comparing 
models. 
 

Healthcare uses cost-effective cloud-based solutions. We presented 
an identity-based, encrypted data-sharing solution for EHRs and 
discussed cloud-based healthcare services. We studied PKE, IBE, 
IBBE, and ABE to safeguard cloud-based Ehealth data. Data 
security demands solutions. Future EHealth cloud services will mix 
file-based and cloud-based apps that monitor cloud administration 
and data protection. This review compares cryptographic and non-
cryptographic cloud-based Ehealth security alternatives. 
 
Tallat Jabeen, Humaira Ashraf, Ata Ullah,[2] 
WBAN is a prospective networking standard due to distant 
exchanges and the internet of nano things. It collects biological data 
via connected tiny sensors. Active and passive attacks complicate 
healthcare data security. This article discusses WBAN security. 
We're researching many attacks while preserving memory. We 
examined study-relevant techniques. 2016-2020 plans emphasize 
past efforts. Many ways being researched to increase healthcare 
data interchange security. AES, ECC, SHA-1, and hybrid 
encryption are tested. Evaluation of WBAN data security protocols; 
we examine assaults. 
 
WBAN transfers a patient's vital signs to a mobile device connected 
to servers and databases that retain patient records and give 
diagnostic recommendations. Security and privacy issues of many 
IoT-based communication mechanisms for a smart hospital are 
analyzed. We've examined quality to guarantee study processes 
meet objectives. Few research methods are adequate for WBAN's 
multidimensionality. Studies show that high-security calculations 
are difficult. Others displayed less security. Recent publications 
were analyzed for WBAN security keys. Few information security 
strategies are deemed superior in this literature. Many techniques to 
strengthen health data security are mentioned. 

 
Ibrahim Albarki, Mohamed Rasslan, Ayman M. Bahaa-Eldin, 

Mohamed Sobh [3]  
Expanded to cut costs and improve care. EHR security and privacy 
must be ensured. We offer a comprehensive hybrid-security 
protocol to promote privacy and reduce communication costs. It's a 
secure multifactor remote user protocol that lets patients securely 
transmit medical information with doctors via unsecure channels. 
Three-factor authentication protects user identities (i.e. password, 
smart device, bio-metrics) Biometrics can't be faked, stolen, or 
forgotten. Automated formal tool simulates proposed protocol. 
Biometrics can't be faked, stolen, or forgotten. AVISPA simulates 
the proposed protocol. 
 
This research presents a multifactor authentication strategy that 
increases patient security and privacy and reduces communication 
costs. Using AVISPA, we automated the protocol's formal 
verification. 

 
Shivaji M. Sarvade, Sachin M. Pore [4] 
In India, most buildings are reinforced concrete; hence Civil 
Engineering students study design. Computer programs are needed 
to investigate and develop structural layouts. Commercial 
reinforced concrete design methods are expensive and have 

restricted licensing. Softwares have design assumptions. Most 
design firms use MS-Excel or other computer programs to create 
structures. These expensive programs aren't flexible. Python is an 
easy-to-use programming language. Non-programmers can use 
Python. This tool teaches concrete structure design. Python allows 
designers build interactive apps. Executing Python programs; the 
article discusses Python-based education apps. Python 
programming in design courses boosts analytical skills and 
industrial readiness. 
 
Python can teach RCC design. Programming improves debugging 
skills and analytical thinking. The design industry requires 
customized, cost-effective structural design; therefore this enhances 
their career possibilities. Python students can construct structural 
design applications. Free open-source programming language for 
PCs with minimum hardware 

 

Jordán Pascual Espada, Ronald Yager, Zhiyong Yu, [5] 
Many IoT systems use sensors and electronics. This issue focuses 
on improving device communication and collaboration. Some 
proposals improve wireless network hardware. Others increase IoT 
communication and allocation. DNS may be improved for 
numerous communication contexts. Researchers improved linked 
device services. IoT devices must interoperate. Some authors 
suggest frameworks for heterogeneous device communication. 
Adding more IoT devices could broaden its industrial use. This 
edition offers fresh perspectives. Privacy and security in 
communications is another key topic. IoT sensor data and 
connected devices pose security and privacy challenges. 
 
Recent improvements in embedded device communications, 
collaborations, and services increase the prospect of establishing 
new IoT systems and upgrading existing ones. Researchers have 
presented techniques to improve IoT device communication and 
collaboration. Many projects improved wireless communications, 
especially Wi-Fi. Improved communication and allocation; some 
proposals could improve multi-device network communication 
services like DNS. Some authors suggested improving LBS. New 
software suggestions and frameworks for heterogeneous device 
communication were given. Some authors incorporate drones into 
IoT. Privacy and security in communications are also important. 
IoT device communication and collaboration will increase daily, 
but not because of one idea or technology. Communication 
technologies take years to spread. Some suggestions can improve 
IoT without changing technology. 
 
Jinwei Wang, Yangyang Li, Jian Li, Xiangyang Luo, Yun-Qing 

Shi, Sunil Kr. Jha,[6] 
Noise levels differ in the splicing area and original image. QPCA 
and QSK are used to localize color-spliced images. QPCA 
calculates block-wise noise. K-means isolates splicing from 
original image. Using quaternion skewness, overlapping image 
blocks are chosen to increase noise level disparities. Morphological 
techniques reduce false detection and miss detection along original 
and spliced area border blocks. The proposed strategy outperforms 
current methods, according to experiments. 
 
We introduce a quaternion PCA and skewness-based color splicing 
picture localization method. Image splicing expands image noise 
inconsistency. First, it's a quaternion matrix. Variance is computed 
on quaternion matrix data. The third block is 64 64. Quaternion 
skewness is used to choose overlapping patches and image noise. 
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K-means clusters assessed noise level. 32 32 image blocks replace 
boundary blocks for splicing region accuracy. Experiments show 
the method works. Existing approaches employ less color and 
relative visual information than proposed. In addition, quaternion 
skew-ness and QPCA are used to estimate the noise level of image 
blocks. The proposed approach misses photographs with huge 
JPEG texture regions. Future work will resolve consistent texture 
interference and improve attack resilience. 
 
Zeng Guang Liu, Bruce Ndibanje, Lewis Nkenyereye, and S. M. 

Riazul Islam, Sensor, [7] 
Internet-connected devices change healthcare communication. IoT 
could increase healthcare quality, safety, efficiency, and economic, 
social, and technical prospects. This link causes credential-stealing 
malware data breaches. Connected devices can leak patient data. 
Due to IoT entities and IoT-based healthcare, computer security is 
crucial today. 
In this study, a wireless communication system is used to 
anonymize IoT health data. The algorithm defines non-dis-closable 
records to protect internet users' privacy. The proposal encrypts 
health data securely. Math verified the algorithm's anonymity 
function. Results suggest anonymization protects the healthcare IoT 
systems. 
 
Studies offer answers for IoT-based healthcare. Patients, doctors, 
nurses, and health organizations share data via the network. To 
avoid difficulties, protect the data owner. This research provided a 
technique to safeguard IoT data. The suggested algorithm secures 
user data. When a user uploads his information over a health 
network, the encrypted data set is anonymize using a key from the 
key pair. By computing the requirements and anonymizing 
healthcare data, we showed that our approach provided anonymity. 
We demonstrated algorithm complexity. The provided technique 
can secure IoT for wireless health care networks, according to 
math. Future healthcare will involve sensors. Comparing 
experiment results to techniques. 

 
Nureni Ayofe Azeez, Charles Van der Vyver, [8] 
This research analyzed security and privacy in e-Health literature. 
Some pros and weaknesses of approaches were listed. The literature 
review discovered over 110 solution models. We compared model 
publications. Similar models by researchers helped minimize 
reviewed publications. Define e-Health. Categorizing cloud-based 
models; HIPAA privacy and security regulations were discussed. 
Future e-Health security and cloud computing privacy directions 
were considered. Authors offer secure electronic health architecture 
to assure efficiency, reliability, and regulated health information 
access. This design will protect doctors' and patients' privacy. 
 
To improve healthcare, every country must deploy e-Health. 
Implement security and privacy measures to prevent breaches and 
vulnerabilities to maximize e-benefits. We analyzed e-Health 
security and privacy literature and discovered shortcomings. We 
must use the concepts given to construct an excellent e-Health 
solution. All countries should establish an e-Health document 
structure to facilitate uptake. Governments can construct research 
centers to develop safe e-Health solutions. E-Health services and 
practices should have specified privacy limits so patients can 
submit health information safely. 
 
Efthimios Alepis, Agusti Solanas, & Constantinos Patsakis, [9] 

This article's long-term app reviews and GDPR auditing approach 
are unique. Our findings demonstrate that most of the examined 
applications don't follow well-known practices and principles, 
compromising millions of users' privacy. Advances in technology 
and communication have led to inexpensive mobile sensors. 
Millions of apps can utilize more data on new mobile platforms. 
Mobile health apps follow this trend to improve user health and 
well-being. By nature and legislation, health-related information 
must be protected. 
 
M-Health applications are popular. M-health applications prompted 
privacy issues despite great feedback. M-health apps must secure 
sensitive health data. GDPR 
Application analysis evaluates m-health data protection. We studied 
their security and privacy for a year. We found significant and tiny 
m-health concerns. Many applications are insecure. Data protection 
standards limit health information use, processing, and interchange. 
Several popular mobile health apps exchange health problems, 
photos, location, emails, and passwords. M-health design problems 
include using GET queries instead of POST requests, not 
encrypting sensitive data, and unsafe programming. 
Use pro ling for marketing or user tracking. M-health data should 
be protected. Transparency is hard. Tracking and deleting user data, 
establishing and implementing GDPR audits and data-compliant 
corporate procedures. 
Experts urge for privacy measures for mobile health apps. 67% of 
Europeans don't trust m-health features, according to the 2014 m-
Health Green Paper. The European Commission suggested a 
"Code" in 2016 to provide m-health developers simple, 
implementable privacy restrictions and enhance user confidence. 
Working Group comments and GDPR recommendations help app 
developers build trustworthy apps that follow data protection 
requirements, notwithstanding. 

 

The Undersigned Member of the Committee, [10] 
Health records and privacy must be protected as mobile health 
applications increase. We test 25 mobile health applications for 
vulnerabilities. Each software requests full network access and 
links to a medical equipment. We focused on network security, 
authentication, MITM threats, and HIPAA noncompliance. Our 
testing found weaknesses in each program's security and/or privacy. 
We told programmers about our findings. 
 
In this paper 21 of 25 apps have weak SSL configurations, 12 
revealed credentials in a Mit-M attack, and 12 are HIPAA-
compliant. Only one of the 25 apps is forthright about HIPAA 
compliance, and only two mention it in their terms and conditions. 
Only 7 app developers answered to our HIPAA questions. No 
program earned A+ SSL Labs, didn't reveal a user's password, and 
was HIPAA compliant. Some mHealth applications have security 
issues and don't offer prevention. We sent app developers our paper 
and findings. We suggest mHealth developers prioritize TLS server 
security, password and PHI encryption, and HIPAA compliance. 
Online tutorials are available for setting up server protocols, salting 
and hashing passwords, encrypting PHI, and understanding 
HIPAA. Developers should check team consistency. HIPAA-
compliant apps must undertake audits per 164.312(b). We 
recommend aliasing certain data as code words, before utilizing 
mHealth applications, users should research their security. Future 
research should address our study's shortcomings. More test apps 
would improve mHealth app security information. This study 
examined data transmission, not storage. How mHealth servers 
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store PHI may indicate vulnerabilities. We're also interested in 
mHealth-connected sensors and devices. 
 
Luci Pirmez, Flavia C. Delicato, Gabriel M. Oliveira, Claudio M. 

Farias, Samee U. Khan, Albert Y. Zomaya, [11] 
CoS's three-tier design includes cloud computing, edge computing, 
and WSAN; virtual nodes separate applications from CoS 
infrastructure (VNs). Allocating CoS resources effectively involves 
assigning VNs to application requests. Zeus is a hybrid (partly 
decentralized) CoS resource allocation mechanism. Zeus is two-
fold. First, it can detect typical app requests and do their key tasks 
once, sharing the results to conserve resources. Zeus' hybrid edge 
computing strategy makes it scalable for VNs and delay-sensitive 
apps. 
 
Zeus allocates Clouds of Sensors resources heuristically (CoS). 
Zeus sends app-request results. Zeus follows protocol. Zeus uses 
edge computing. (iv) Decentralized Zeus. Zeus decentralizes CoS 
layers. VNs and apps use Zeus algorithms. CoS applications 
enhance sensor and edge-tier power (200 to 2000). VNs boost 
application makes pans (from 1 to 5). Zeus scaled VNs for every 
test. Zeus was hybrid. Zeus manages delay-sensitive CoS 
applications. Zeus' application was under a second (for 8000 
applications). Quick data processing Zeus' edge tier beats two-tier 
CoS for delay-sensitive apps. UDAG lowers Zeus' sensor power. 
2000 CoS are 86% more efficient. UDAG doubles sensor tier life. 
Zeus preserves WSAN energy and vitality. Zeus favours VN data.  
 
Our approach achieves 80% accuracy, 15% more efficient than 
MUR. Explore many areas. One recommends changing Zeus QoS 
and/or application rules. Zeus is proactive and reactive. Event-
driven software; check MINPP financing our study compares Zeus 
to MUR and ANUR. Our 3-tier CoS design aims to construct a 
learning algorithm 
 
Clemens Scott Kruse & Brenna Smith & Hannah Vanderlinden 

[12]   
Electronic health records are primarily limited by patient privacy 
and security. In light of current regulatory requirements, this article 
explores essential security approaches for healthcare firms 
establishing a safe electronic health records system. Healthcare 
security research was the goal. Texas State University Library 
academics have access to PubMed, and Pro Quest Nursing and 
Allied Health Source. Using inclusion and exclusion criteria, these 
sources searched electronic health record security literature. 
Security methods were mentioned in 20 of 25 electronic health 
record security articles and evaluations. Administrative, physical, 
and technical security measures are most often cited. Electronic 
health records include sensitive data that must be secured. The three 
healthcare pillars' various threats must be addressed through 
security. 
 
EHRs include most sensitive health information. Cyber threats from 
technology jeopardize EHR privacy and security. Privacy and 
security issues slow EHR implementation. Depending on the size 
and scope of a healthcare organization, numerous security 
approaches may be used to protect electronic health information. 
This publication described firewall categories, cryptography, and 
security mechanisms. These solutions kept EHRs and health data 
safe.  
 
Brinda Hansraj Sampat, Bala Prabhakar, [13] 

MHealth apps have changed doctor-patient relationships. They let 
users track their health, identify particular diseases, visit doctors 
online, and reach fitness objectives. These applications offer equal 
and convenient healthcare, but they gather, keep, and exchange a 
lot of personal and sensitive data. These apps' privacy and security 
risks are unknown. This research evaluates thirty medical 
applications on Google Play and App Store in India based on 
literature analysis to identify privacy issues and security aspects. 
The app's "Privacy Risk Score" and "Safety Score" were based on 
review factors. Privacy policies were compared for the selected 
apps. These applications are risky. Finally, customers should check 
the app before installing it, customize the settings, and developers 
should create strong and transparent privacy rules. 
 
App development standards promote patient safety and developer-
user trust in mHealth apps. India needs stronger mHealth app 
development standards to flourish and protect people. Regulated 
frameworks help apps overcome difficulties and eliminate security 
risks. Developers must obey privacy and security laws. 
MHealth won't operate without patient trust. App adoption will 
increase when healthcare personnel evaluate functionality, 
usability, and security. Developers and healthcare professionals 
must establish app development guidelines. MHealth will succeed 
if people trust it. A good mhealth policy explains data collection, 
storage, and use. This study encourages mHealth app users to be 
careful and developers to disclose data use. This helps them 
evaluate mHealth apps. To secure healthcare data, device 
manufacturers, remote monitoring system developers, and 
governments must address privacy and security issues. 

 
Dr. Ajit Singh Associate Professor, BTKIT, Dwarahat.[14] 

Cloud computing has transformed healthcare computing on remote 
third-party infrastructure. Cloud services allow hospitals and clinics 
to share and store electronic medical records. Moving to the cloud 
reduces infrastructure management and development and 
maintenance expenses for healthcare enterprises. Patients' privacy 
concerns should be considered while implementing security and 
privacy safeguards since cloud-stored medical records may be 
disclosed. Network security determines success. This study 
examines cloud computing security issues and remedies. Cloud 
health data security has been achieved in several ways. 
 

Summary 

 

This study covers cloud healthcare analysis security. Literature 
surveys utilized 2014–2017 journals. Cloud computing security 
includes sensitive data transfer. Article references were vulnerable. 
Research hasn't resolved these concerns. 
 
1. Data Security: Cloud computing's major issues include data 
security, integrity, reliability, availability, backup, and recovery. 
Study data storage and processing without sacrificing privacy and 
security. 
2. Access Control: The owner supplies his data access control rules 
with the policy. The owner's access control policy restricts panel 
data use. If a member accesses data without permission, the access 
control policy should "lock." Access is hard. 
3. Malware-induced data loss. Hackers change data via malware. 
These issues slow Cloud adoption worldwide. Monitoring health 
cloud events may give unauthorized parties vital information. Thus, 
anonymous health record auditing and accountability are desirable. 
Understanding security issues inspires research. 
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Fatma Zubaydi, Ayat Saleh, Fadi Aloul, Assim Sagahyroon[15] 
MHealth allows consumers track and share medical data with 
doctors and hospitals worldwide. Cell phones and mHealth apps 
face several security threats due to their mobility, administration, 
and design. Healthcare data security and privacy concerns are 
growing among mHealth users. This study explores mHealth 
security and privacy issues and their repercussions. We examine the 
latest threats and defense for sensitive mHealth systems. We 
conclude with unresolved mHealth security vulnerabilities. 
 
Smartphones and other mobile devices' mobility, compute, and 
sensing capabilities can replace certain traditional healthcare 
services and lower healthcare costs in MHealth systems. Traditional 
healthcare faces security risks. This survey included mHealth 
security. We focused on emerging mHealth threats, attacks, and 
remedies. Secure mHealth application development and use 
guidelines were also offered. Many things can enhance mHealth 
systems. Standards secure mHealth systems. Second, to address 
design-related security vulnerabilities, developers require mHealth 
system development and testing standards. Third, app stores must 
verify mHealth apps' legality. Finally, consumers must comprehend 
mHealth app safety and security. Researchers and healthcare 
companies should improve mHealth security after this survey. 
 

Kalvinder Singh, [16] 
Smartphones and the IoT make mobile health care systems more 
likely to remotely monitor patient or senior health. Smartphone and 
body sensor monitoring frees chronic illness sufferers. Mobile 
health care may need real-time data. Emergency medical personnel 
need data immediately. Real-time body sensor directions will 
complicate issues. In a medical emergency, the system may need to 
tell other devices to capture data or actuate. 
Mobile healthcare systems need security. In open mobile health 
care, enemies may assault sensors. Open ecosystems may distrust 
gadgets and intermediary sensor nodes. This thesis limits essential 
establishing methods. 
Surveying symmetric key approaches improves key establishment. 
A secure and key-updating protocol is created by combining 
protocols. Many protocols are security-tested. Mobile health care 
networks leverage varied resources. New, secure protocols use 
system networks. Simulators, emulators, and hardware test most 
protocols. Evaluate each test-bed. Recommendations depend on 
network structure, security, and performance. 
Patients and MHS users need easy device key configuration. This 
thesis introduces a novel family of protocols that establish keys 
utilizing changing low-entropy data like physiological signals. 
Examine secure physiological data transfer. New protocols execute 
RSA and elliptic curves. Protocols shield physiological sensors. A 
unique physiological data-based group key secures all nodes. 
Hardware, simulator, and emulation test protocol implementation. 
New protocols must validate systems for security and information 
assurance. Novel method verifies complex system security protocol 
assumptions. Mobile security is used in home health care. 
Requirement behavior trees list server, sensor, and new security 
procedures. This thesis evaluates security assumptions in each new 
mobile health care protocol. Physiological data entropy confirms. 
Validation created error-prone data-aware security systems. 
Smartphones and Arduino detect physiological data to test the new 
protocols. 
Mobile health care using phones and sensors may expose new 
security protocol limits and advancements. It supports healthcare 

strategy. Another problem is creating an accurate physiological 
sensor. Accuracy improves new protocol security. This thesis 
should include entire database ECG data. New protocols leverage 
channel randomization for physical layer security, another study 
topic. 
 

Goal 

 
We desire a patient-doctor service. Our healthcare app provides 
secure, trustworthy communication across healthcare communities. 
Trustworthy yet unreliable cloud servers provide safe, granular, and 
flexible cloud storage data access control adopting Cipher text 
Policy Attribute-Based Encryption (CP-ABE) as a potential method 
to offer flexible, nimble, and secure data access control for cloud 
storage with trustworthy yet sceptical cloud servers the 
implementation of a system with several attribute authorities to 
distribute the responsibility of user validity verification and give 
each authority the ability to administer the entire collection of 
attributes separately. 
Implementing a system with a CA (Central Authority) selected 
from the AAs, generating secret keys for verified users, and 
distributing user verification over many AAs. 
Security and efficiency require a CA protocol observer system. 
Posting requires owner and data verification. 
 
Proposed Methodology 
 
1. Body Sensor 
 
The patient's wireless body sensor network (WBSN) can measure 
heart rate, blood pressure, and more. 
 
2. WBSN (Data Owner) (Data Owner) 
 
WBSN uses tiny wireless sensors implanted or surface-mounted on 
patients. These sensors measure chronic disease patients' vital 
physiological characteristics. Bluetooth or WLAN sends personal 
health data to a mobile device. Health record keywords indicate 
health information. Under an access policy, the keyword and EHR 
are encrypted into cipher text. 
 

Healthcare Workers (Data User) 

 
M-Health data users are healthcare workers. Data users can search 
encrypted EHRs based on their affiliation, department, and 
healthcare worker type. In m-Health, resource-limited mobile 
terminals generate keyword trapdoors and retrieve information. 
Trap doors are wirelessly sent to the public cloud and EHR files are 
returned. The data user decrypts and checks EHR files. Doctors 
give patients drugs. 
Encrypting 
 
The encryption algorithm loads most ABE encryption calculations 
to the public cloud and only a few exponentiation operations to a 
data owner's mobile device [4]. Public clouds store encrypted 
EHRs. 
 
The public cloud can store and retrieve EHR data remotely. Our 
system's lightweight test algorithm improves performance. 
Trapdoor Gen 
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Data users transmit a keyword trapdoor to the public cloud to get 
encrypted EHRs with a specific keyword. The data user's device 
performs a few lightweight multiplication, division, and inversion 
operations in the keyword trapdoor generating method. 
Decrypting 
 
The algorithm outsources most ABE decryption operations to the 
public cloud. Thus, the cloud delivers a data user an intermediate 
cipher text after encrypting an EHR. The data user's device only 
needs one exponentiation computation to get the EHR and verify 
the cloud's transformation. 
KGC generates public system parameters and gives data users 
secret keys. LiST's secret key contains a data user's properties for 
access control. The KGC can identify and revoke a traitor who sells 
his private key for profit. 
Revocation 
 
An exquisite LiST architecture provides an ultra-lightweight user 
revocation mechanism without costly periodic large-scale secret 
key update or cipher-text re-encryption. 
Tracking traitors 
ABE's one-to-many encryption allows similar users to share 
decryption privileges. Since most ABE methods allow key 
randomization, ex-posed secret keys are difficult to identify. LiST 
offers lightweight traitor tracing with three bilinear operations and 
no identity table or storage. 

 

CONCLUSION 

 
The application for mobile healthcare that is designed to make our 
lives more flexible, less challenging, and more effective in general; 
the processes of collecting data, storing data, and evaluating data 
that are made feasible by this technology are much more productive 
and save a large amount of time when compared to more typical 
methods such as paper work. As a result of the fact that the users do 
not need to be afraid about the application producing a security 
danger for them, they are free to feel comfortable preferring to use 
it to exchange even the most sensitive information that they own. 
This is due to the fact that the program under consideration has 
been subjected to exhaustive testing to guarantee that it is free of 
any vulnerabilities. Patients will be able to receive treatment in a 
more timely way as well as improved patient care as a direct result 
of the application, which will also result in increased patient safety. 

 

 

REFERENCES 

 
[1]. Security and Privacy in Cloud-Based E-Health System 

Remya Sivan and Zuriati Ahmad Zukarnain Research 
Article 2021 

[2]. A survey on healthcare data security in wireless body area 
networks Tallat Jabeen, Humaira Ashraf, Ata Ullah, Journal 
of Ambient Intelligence and Humanized Computing, 
Original Research, 2021 

[3].  Robust Hybrid-Security Protocol for HealthCare Systems, 
Ibrahim Albarki, Mohamed Rasslan, Ayman M. Bahaa-
Eldin, Mohamed Sobh. The 6th International Workshop on 
Privacy and Security in HealthCare (PSCare 2019), Science 
Direct, Elsevier, 2019.  

[4]. Use of python programming for interactive design of 
reinforced concrete structures Shivaji M. Sarvade, Sachin 
M. Pore. Research gate, 2019 

[5].  Communications, collaborations and services in networks 
of embedded devices, Jordán Pascual Espada, Ronald 
Yager, Zhiyong Yu, Future Generation Computer Systems, 
Elsevier, 2019 

[6].  Color image-spliced localization based on quaternion 
principal component analysis and quaternion skewness 
Jinwei Wang, Yangyang Li, Jian Li, Xiangyang Luo, Yun-
Qing Shi, Sunil Kr. Jha, Journal of Information Security 
and Applications, Elsevier, 2019  

[7]. An IoT-Based Anonymous Function for Security and 
privacy in Healthcare Sensor Networks Xiao Chun Yin, 
Zeng Guang Liu, Bruce Ndibanje, Lewis Nkenyereye, and 
S. M. Riazul Islam, Sensor, 2019 

[8]. Security and privacy issues in e-health cloud-based system: 
A comprehensive content analysis Nureni Ayofe Azeez, 
Charles Van der Vyver, Egyptian Informatics Journal, 
Elsevier, 2018 

[9]. Security and Privacy Analysis of Mobile Health 
Applications: The Alarming State of Practice Achilleas 
Papageorgiou, Michael Strigkos, Eugenia Politou, 
Efthimios Alepis, Agusti Solanas, (Senior Member, IEEE), 
& Constantinos Patsakis, (Member, IEEE), 2018 

[10]. Security Vulnerabilities in Mobile Health Applications, I, 
the Undersigned Member of the Committee, Have 
Approved this thesis, California State University, Long 
Beach Spring 2018 

[11].  Zeus: a resource allocation algorithm for the cloud of 
sensors, Igor L. Santos (corresponding author), Luci 
Pirmez, Flavia C. Delicato, Gabriel M. Oliveira, Claudio 
M. Farias, Samee U. Khan, Albert Y. Zomaya, Accepted 
Manuscript, 2018 

[12]. Security Techniques for the Electronic Health Records, 
Clemens Scott Kruse & Brenna Smith & Hannah 
Vanderlinden & Alexandra Nealand Education & Training, 
2017 

[13]. Privacy Risks and Security Threats in mHealth apps,  
Brinda Hansraj Sampat, Bala Prabhakar,  Journal of 
International Technology and Information Management 
2017 

[14]. A Survey on Security Challenges of Healthcare Analysis 
Over Cloud, Dr. Ajit Singh Associate Professor, BTKIT, 
Dwarahat. International Journal of Engineering Research & 
Technology (IJERT), 04, April-2017 

[15]. Security of Mobile Health (mHealth) Systems, Fatma 
Zubaydi, Ayat Saleh, Fadi Aloul, Assim Sagahyroon 
Department of Computer Science & Engineering American 
University of Sharjah, UAE, November 2015 

[16]. Security for Mobile Health Care Systems, Kalvinder Singh, 
Griffith University, 2013 


	INTRODUCTION

