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ABSTRACT

As an alternative to numerical passwords,
graphical passwords show great promise. They're
appealing because visuals are easier to recall than
text. In this more detailed abstract, we offer a
method for easily creating and using visual
passwords. We explain how it works with various
instances and focus on its most salient features.

The increased ease of use that comes with
this innovation is tempered by the increased
vulnerability of passwords to bear-riding assaults.
Customers' credentials might be stolen either
through direct observation by attackers or by using
external recording devices. We need an alternative
confirmation technique to prevent this type of
problem.

Here, we have the option of using a visual
verification technique. If you're looking for a way
to log in that doesn't need you to remember or
write out a complex password, the picture
password is your best bet. To log in, just touch the
appropriate areas or make the appropriate motions
on a picture you've chosen in preparation.

1. INTRODUCTION

Authentication of users is a cornerstone
of most forms of computer security. It's the
backbone  of authentication and  user
responsibility. User authentication comes in
many forms, but the most popular is a
combination of letters and numbers used as a
username. They may be used in a variety of
settings and are simple to set up.

There are two conflicting needs that can
only be met with alphanumeric passwords. They
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ought to be simple for the user to remember
while being difficult for an imposter to figure
out. Passwords chosen by users are notoriously
weak since they are either short and/or simple to
guess. Forcing users to use complex passwords
might backfire if they are forced to write them
down somewhere easily accessible, such as a
post-it note.

Several methods have been presented in
the literature to alleviate the restrictions imposed
by alphanumeric passwords. An alternative to
using a single word is to instead use a series of
words (a passphrase) that is simple to remember.
Graphical passwords, in which visuals are used
in place of alphanumeric ones, are another
suggested alternative. To do this, rather of
entering a password using alphanumeric
characters, the user is prompted to pick areas of
a picture.

Here, in this lengthy synopsis, we
present a method for graphical password
authentication. To get the best of both worlds,
the system uses both visual and text-based
passwords. Section 2 provides a concise
summary of visual passwords. The third part
elaborates on the suggested system. Brief
discussion of implementation and a few key
features of the proposed system are provided in
Section 4.

2. SYSTEM ANALISIS
SYSTEM ARCHITECTURE
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The term "graphic password" describes the
practise of using visual elements (such as
drawings) as security measures. In principle,
visual passwords are simpler to recall than text-
based ones since the human brain processes
visual information more efficiently. Given the
almost unlimited size of the search area, they
should be more secure against brute-force
assaults as well.

EXISTING SYSTEM

There are two broad groups into which graphical
password approaches fall: recognition-based and
recall-based. In the registration phase of
recognition-based approaches, the user is
verified by asking him or her to correctly
identify a set of pictures. Recall-based
approaches have the user recreate something
they made or chose during the registration
phase.

Passfaces is a recognition-based system that uses
a challenge-response format to verify the
identity of its users by testing their ability to
identify certain human faces. Greg Blonder
presented a visual password system that relied
on memory in 1996. A password is generated by
the user clicking on various parts of a picture.
Users will be prompted to click in specified
areas throughout the login process. By
expanding on Blondes's original concept, Pass
Points is able to address some of the system's
shortcomings. In the next article, we will
examine a variety of other strategies.

PROPOSED SYSTEM
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The proposed authentication system
operates as described above. During registration,
a user chooses an image to use as their visual
password. The next step is for the user to
highlight various POls across the picture. A
circle, defined by its centre and its radius,
characterises each POI. To associate a word or
phrase with each POI, the user inserts it. If the
user selects a POl without entering any text, the
empty string is associated with it. The user has
the choice to either ignore the sequence in which
POls are selected (weaker password) or to need
it.

Where we provide a user-created
graphical password example. In this illustration,
the user clicks the "Load Image button" and
selects a photo of their children. The user then
clicks on each child's face in the specified age
order (order is enforced). The user enters the
youngster's name or nickname for each chosen
area. The user must first input their username in
order to be authenticated. The recorded image is
then displayed by the system. The user must
next choose the POls accurately and enter the
corresponding wording. Hidden or replaced by
an asterisk (*) whenever you type a word. Figure
2 depicts the user interface during the login
process.

Advantages:

» The system has very strong security.
» Graphical passwords seem to provide a
method of creating more user-friendly

passwords.
3. MODULES
Admin Login

Using this module, an administrator may access
the programme using the username and
password admin and then examine all
information about registered users.
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New User Signup

By using this module, a user may register for the
application, submit a picture in lieu of their
password, choose four options, and have their
information recorded in a database.

User Login

By entering their USERNAME and choosing the
appropriate areas on the picture that appears,
users may log into the application using this
module.

Reset Password

After logging in, users may change their
password images and input new passwords.

4. RESULTS
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Login Successful Screen

5. CONCLUSION

Authentication of users is a cornerstone
of most forms of computer security. In this more
detailed abstract, we presented a method for
easily creating and using visual passwords. To
get the best of both worlds, the system uses both
visual and text-based passwords. In addition, it
offers multi-factor authentication in an easy-to-
use and pleasant framework. We provided a
description of the system's functionality with
several samples, and we highlighted key
features.

FUTURE ENHANCEMENT

Future prospects are quite promising. It
may replace test-based passwords everywhere or
serve as a high degree of protection for text
passwords as well. By using more levels,
tolerance squares, and levels overall, we may
strengthen the security of this system. Compared
to outdated methods, this technology is cheaper
and more secure. It may be utilised to deliver the
finest password method to users worldwide,
including thedefence and banking industries.
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