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ABSTRACT

Industry 4.0, smart cities, and smart homes are just a few examples of how the Internet has
expanded beyond the virtual realm in the previous twenty years. Increased energy efficiency,
streamlined and automated procedures, and improved comfort are just a few of the numerous
advantages brought to consumers by the Internet of Things (IoT), but it also raises new privacy
and security issues. The proliferation of Internet-enabled gadgets opens up interesting possibilities
for technological progress. The manufacturing and widespread integration of Internet of Things
(10T) items into daily life raises new security concerns. In order to facilitate data analytics on other
devices, sensors will gather private and public information in unprecedented quantities and
communicate it across a wireless channel that can be readily monitored(1). More and more gadgets
are being made, but many of them skimp on security to be "first to market." In addition, the
protocols upon which modern security methods rely were developed with higher-powered, more
feature-rich devices in mind, such as desktop computers and cellular phones. Many of the security
issues plaguing the Internet of Things currently have no good answers due to the relative youth of
the underlying technologies. Security measures tailored to the evolving Internet of Things (1oT)
are essential for ensuring that users' information remains private and safe(2). This article describes
some of the most pressing issues with the Internet of Things and ranks their relative importance to
assist pinpoint areas of weakness that need to be addressed. Solutions that are specific to the
limitations of the 10T are provided with a focus on these critical issues. To better manage the
disparate nature of 10T infrastructure, a framework based on security features is designed to
categorize devices into distinct groups. To demonstrate the viability of 10T devices and networks,
a unique physical device authentication approach is given. As outlined in the aforementioned
framework, further low-power approaches are developed and assessed to determine the many

security options accessible to 10T devices.
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INTRODUCTION

The prevalence of Internet of Things (10T) devices is increasing, and analysts predict that by 2020,
there will be more than 50 billion of them. As technology in electronics and communications
improves, more and more little devices may be placed in inaccessible areas to gather data in real
time for an expanding range of uses. The proliferation of these 10T devices will make it possible
to gather and analyse vast quantities of data, which can then be used to improve efficiency and cut
down on waste across a variety of sectors, including the consumer, industrial, personal, health,
transportation, and environmental sectors(3). As a result of the Internet's potential, industries that
did not previously depend on it are rushing to be early adopters of new technology, and security
may be an afterthought.

Concerns have been raised in several of these industries about the competency of the developers
building and producing gadgets that might leave them vulnerable to a wide variety of assaults that
have never been seen before. Unfortunately, until adequate solutions are developed, many of these
gadgets will be vulnerable to assaults since they lack the necessary hardware to implement existing
security measures. There is a persistent and growing danger that assaults on Internet of Things
devices and networks may occur. Because even a single hacked node may wreak havoc on a
network, current Internet security solutions on computers and mobile devices are still unable to
keep up with the volume of threats they face every day. As the Internet of Things (1oT) expands,
the number of connected devices and, by extension, the number of potential security holes, will
increase substantially(4). Devices of this kind will have access to and disclose sensitive
information on individuals, cars, and vital infrastructure at ever-increasing rates, posing a greater
danger to the security of our nation's industrial infrastructure. Overall, security design
advancements have lagged behind 10T's technology breakthroughs; this dissertation aims to assist

bridge that gap by offering 10T security solutions for low-powered gadgets.

DEFINITION OF SECURITY
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When it comes to consumer development and implementation, security by its own definition is a
strategy that guarantees safety. This raises the question of how security considerations always
apply in the development and debugging process in the case of many contemporary hardware
applications and loT designs. Learning to access product and other development needs can
introduce security standards. Wireless sensor networks (WSN) have evolved in recent decades as
a technology applicable to a variety of disciplines from interesting research fields (e.g., industrial
monitoring in complex infrastructure)(5). Progress in cyber security for wireless communications
has also resulted in notable enhancements, Such as improved iterations of public key
authentication technology and rigorous self-healing procedures. However, the interaction between
security standards, application functionality and scope and network security is often overlooked
or overlooked in sensor network protection. However, the protective mechanisms employed to
safeguard the network are heavily influenced by the unique application's interpretation and
requirements. In addition, new WSN standards are being developed, but some security challenges
are being ignored, as these guidelines focus primarily on maintaining connectivity between
networks. There are two objectives of this component. Our first goal is to provide an overview of
the interaction between conditions, frameworks, and validation methods(6).Then, we'll go into
detail on how different hardware, software, and network designs affect the detection and
incorporation of security features. In the end, we will present a summary of the current status of
sensor cybersecurity approaches, including an analysis of the security models in use and the
primary obstacles that must be overcome. For our own final ease of use, we plan to specify the
existing network system requirements, including the data encryption protocols in place. In
addition, we will provide a summary of these diverse needs, with an emphasis on their security

features.
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Fig. 1. Typical 10T security architecture.
Security Issues, challenges and considerations

Because of the ever-increasing prevalence of computing devices, 10T has gained tremendous
momentum in recent times. Still, security is a major concern for the Internet of Things, the top
topic asked by many potential investors, and a major roadblock to widespread adoption. Some of
the most pressing problems that must be solved before widespread adoption of 10T may occur are
then identified(7). When it comes to the Internet of Things (IoT), trust and security aspects are
vital, and they in turn depend on the presence of certain safeguards. Security in the Internet of
Things (loT) refers primarily to protecting sensitive data and digitally-enabled devices, such as
smartphones. Software and sensor network technologies used in device communications, smart
device solutions and mobile technologyare the primary determinants of the Internet of Things.
Inadequate security measures and poor encryption practises must now be considered once again
from the outset of the design phase in order to ensure the complete and total safety of all
components, including individual computers and whole networks. The proliferation of
sophisticated new systems across a wide range of locations and technologies is a result of the 10T
ecosystem.(8) As the number of interconnected smart devices continues to expand, so too does the
scope of the system-wide security issues that must be addressed. In addition, application

architecture (for example, limited power or widespread adoption of smart devices) can cause
4328 | Page

e, e | FANS
=0 _J S
l W International Journal of
Food And Nutritional Sciences

e S lrtratio Sttt =




IJFANS INTERNATIONAL JOURNAL OF FOOD AND NUTRITIONAL SCIENCES

Research paper ~ © 2012 JFANS. All Rights Reserved,
unpredictability and scalability issues, meaning that 10T advances will never be used explicitly if
they rely on traditional protective frameworks. The survival and security of these devices may be
jeopardised by a wide range of challenges, both anticipated and unexpected; as a result, device
adaptability will be of paramount importance.

ror loT
THAT NEEDS TO BE
SORTED OUT

=

Fig 2. Some of the security challenges in 10T devices.

The risk of being "recognised” is equivalent to the risk of associating a specific individual with
specific information about that person, such as an email address and a username or a nick name.
The risk arises when an individual's identity is tied to a level of anonymity, which compromises
their privacy and exposes them to further threats(9). Analyzing and keeping tabs on individuals,
for instance, or gathering data from a variety of sources. There is a recent emphasis on the risk of
categorization in the pattern recognition stage of downstream facilities, where massive amounts of

data are collected in one place regardless of their location or relevance to the issue.
SOLUTIONS TO SECURITY OF IOT
DEVELOP A SECURITY MINDSET

To construct secure Internet of Things applications inside the framework, developers must adopt
practises similar to those already in place. Companies nowadays are turning to the sensor network
industry because of the risks associated with adopting security capabilities. They are now an
additional outlay of money. However, the subsequent worries after a data breach are even more

harmful(10). To succeed as a commercial-level technical executive, you need to make cultivating
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a positive attitude and a sense of belonging in the workplace a priority from the very beginning. A
return to normalcy in certain metrics is facilitated by the possession of a healthy mental attitude.
It is essential to put in the time and effort required to find and hire competent IT professionals and
provide them with the necessary tools.

ENCYPTION TECHNOLOGY

Sensor networks' potential value stems on the context in which information may actually be
usefully relayed. Many new bugs appear at once. There has to be a smooth transfer of data from
the authorising computer to the web, the database, and the computers and equipment that will be
using the data. This paper shows how a resort's fish tank thermometer was used to get access to
the personal information of resort guests, illustrating the misuse of 10T apps and connected
channels(11). Using password authentication to secure servers and databases is a good first line of
defence against attacks like this. Despite the fact that there are already a plethora of businesses
creating accessible authentication software. You may use freely available encryption software
without first verifying its functionality, which is convenient. Information security professionals
from across the world work together to create and test this software, making it a powerful resource

for keeping sensitive data safe.
BUILDING SECURITY IN IOT DEVELOPMENT

Since 21.4 million smart speakers are expected to be in use by 2020, this is a major issue. At least
20% of US internet users have conducted a search with google assistant, and 22% of US users
have completed a purchase with the associated Digital app, thus this trend is only expected to
grow(13). Since then, many creators of 10T systems have forgone providing any kind of security
in favour of getting their products to market as quickly as possible. However, security is becoming
becoming more of a concern as customers become more wary of how businesses will treat their
personal information. The implementation of the General Data Protection Regulation (GDPR) is
one of the most important events affecting businesses and still affecting people today. Companies
who fail to add security to their 10T applications might expect a backlash from their customers in
the near future(14). While many are unaddressed, fortunately, a wide range of potential answers

exists. It is preferable to avoid the risk of technical liability and instead see protection as an inherent
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part of the manufacturing process that makes implementing any future upgrades very challenging.
Because of the 10 T's physical components, real-world damage might theoretically be done. Threats
to public infrastructure exist alongside those to individual privacy.

HARDWARE IS KEY

Although some of the required tools may be in place now, the previous safety practises can't be
maintained indefinitely. In fact, loT systems aren't even managed by individual users. All
government infrastructure and large pieces of machinery are funded by the public via companies.
Currently, businesses and individuals may protect their digital information by using VPN
technology, but the complexity and varied nature of 10T objects provide challenges that VPN
cannot solve on its own(15). This is because regular technological updates aren't feasible, unlike
with electronic equipment, and the design was made with future generations in mind for the realm
of the general public and major market items. Each fix will be traceable thanks to the embedded
processors used to bolster the applications' security. However, processors will give even more
security than bespoke software programmes would, as programmers will create applications that
are impossible to crack using publicly available versions. In addition to improving the level of
encryption the processors would provide, providing a unique identification to each processor that
is placed in a given system makes the latter more secure and transparent(16). By working together
via the authentication framework, your 10T computer will be protected from its CPU all the way

to its server.
ORGANIZING IOT DEVICES’ PROTECTION DEVELOPMENT CYCLE

Perform the process of developing security devices across the computer and the connected
network, while also reducing the danger layer that has been commonly disregarded, necessitates a
comprehensive but deep cyber security strategy. Security is an integral part of the Internet of

Things (1oT) ecosystem that will speed up the iteration cycle of 10T applications:

e Repurposing existing appliances and purchasing new ones
e Implementing cutting-edge items in the infrastructure,

e Making steady enhancements to apps,
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e Passing controlled main authorizations,

e Data-intensive system foundations.

CONCLUSION

The 10T is a cutting-edge technology that has advanced significantly in terms of software
efficiency. The Internet of Things provides several benefits for everyone involved, including
businesses, experts, and consumers. How security for IoT systems will be enforced has been a
major topic of discussion, with viable approaches to the problem receiving a lot of attention.
Companies must now strike a balance between increasing the reliability of the Internet of Things
and speeding up the distribution of goods that use the IoT throughout the market. Increased
contextual use of Sensor networks makes it impossible to ignore security concerns. Although
access control implementation adds time and money to the time it takes to bring a product to
market, the value of the information it protects is well worth the effort. Tech firms need to adopt
a new way of thinking and finding motivation to create additional security measures to seal the
gap between their own company's data and the government's. The ability to combine digital and
analogue operations has been made possible by several recent frameworks and methods. Share
electronic sensors to work together for secure data. However, the procedure may be made faster,
more effective, and less risky in the face of security threats if the client just offers a required

material at the necessary time and rejects the remainder of the data.
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