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ABSTRACT: Cloud platforms that provide software-as-a-service (SaaS) have enabled application service
providers to host their programs on vast computer networks housed in the cloud. Because SaaS clouds are
shared by many people, attacks can occur. The purpose of this essay is to examine the Int Test. The method
employed can be expanded and works well to demonstrate the dependability of Software as a Service (SaaS)
cloud services. Unlike prior methodologies, Int Test's entire attestation graph analysis method makes it
easier to discover the bad actors. Furthermore, utilizing Int Test may increase the precision and
dependability of results by replacing bad results produced by malicious attackers with good results produced
by reliable service providers. The IBM System S stream processing tools were used to construct and test a
modified version of the Int ify system in a real-world cloud computing environment. Our study's findings
indicate that employing Int Test may be a more accurate way to locate the culprit than the methods currently
in use. The Int Test is regarded to be appropriate for usage in large cloud systems because it requires no
additional hardware or secure kernel support and has no effect on software speed.

Index Terms: Distributed service integrity attestation, cloud computing, secure distributed data processing.

1. INTRODUCTION example, malicious actors can pose as trustworthy

Cloud computing is a novel and cost-effective
method of renting computing resources.
Customers are no longer required to manage
complex computer networks on their own. Popular
Software as a Service (SaaS) clouds include
Amazon Web Service (AWS) and Google App
Engine. These clouds enable application service
providers (ASPs) to distribute their applications
across a massive cloud computing infrastructure.
Software as a Service (SaaS) and Service-
Oriented Architecture (SOA) are two key
concepts in platform development.
Many people are aware that data stream
processing services are an extremely beneficial
cloud application that can be utilized in a variety
of real-world scenarios such as security
surveillance, scientific computing, and corporate
intelligence. This is the primary focus of our
research. However, it is vital to remember that
attacks on Application Service Providers (ASPSs)
in various security sectors are possible due to their
reliance on cloud computer infrastructures. For
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service providers in order to propagate phony
service components. Parts of the service that are
suspected of being phony may have security flaws
that can be used to target legitimate service
providers. An significant aspect of our research is
examining service integrity attacks that result in
incorrect outcomes when dealing with client data.
While much research has been done on privacy
and confidentiality issues, less focus has been
dedicated to how to tackle service integrity
authentication challenges. Whether the cloud
system is handling public or private data, the
security of the services must be the primary
concern. Authenticating the integrity of software
has been mentioned several times. It is more
difficult to integrate them into massive cloud
computer systems since they require trusted
hardware or secure kernel support. A full-time
majority voting (FTMV) strategy is used by all
replicas in a standard Byzantine fault tolerance
(BFT) system. The deployment of this system
reduces the overall effectiveness of the cloud
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system, despite the fact that it may detect several
types of faults. Section 5 of the online extra
information is made available to you by the
Computer Society.
You can access the Digital Library at
http://doi.ieeecomputersociety.org/10.1109/TPDS.
2013.62. The attached publication provides a
complete and extensive summary of the associated
scholarly work. The Int Test utility is a one-of-a-
kind tool for evaluating the security of multitenant
cloud services. Int Test has a method for checking
the stability of a service without having to update
programs or rely on third-party service
provisioning sites. The Int Test expands on the
study conducted for the Run Test and the A dap
Test. Its primary purpose is to make it easier to
locate and identify rogue users.
It is critical to remember that most of the service
features for Run Text, A dap Test, and classic
majority voting systems are handled by reliable
service providers. Multiple bad actors can
collaborate to target different sections of the
service in large, multitenant cloud systems in
order to prove the primary point false. This test
examines the many ways cloud service providers
communicate with one another, including those
that operate well together and those that do not.
This is done to address the issue at hand. For each
function, the Int Test examines both the general
inconsistency graph and the consistency graph.
The global anomaly graph can detect attackers
attempting to breach a variety of service
operations. Looking at the consistency graph
function by function, on the other hand, may assist
decrease the damage done by multiple attackers
working together. This indicates that the INTP test
may be able to detect hostile attackers even if they
constitute the majority of users performing
specific service chores.

2. RELATED WORK
There have recently been several novel and
inventive techniques to ensure the security of
software as a service (SaaS) settings in the cloud.
Some methods, such as the BIND technique, the
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A dap Test method, and the Run Test method,
have flaws. In some cases, you want dependable
kernel support as well as specific hardware
components. The BIND (Binding Information and
Data) approach is used to ensure that services in a
cloud-based software as a service system are
proper. Furthermore, the device in question might
validate itself via third-party verification or a
secure kernel, proving its authenticity. This
method's steps are stated in the following order:
» A method for including proof and notes
» The steps that must be completed in order to
complete the process
» A hash-based authentication scheme is utilized
for validation.
The BIND technique uses the Diffee-Hellman key
exchange system to ensure that data is valid. The
Timed Execution Agent System (TEAS) is
increasingly being utilized to ensure the
dependability of cloud computer systems. The
TEAS approach employs a method for creating
and testing agents. The run test is another recent
technique for ensuring that runtime integrity is
validated on a big scale. The proposed method
makes it simple to test that cloud flow processing
works properly at the application level. The
study's objectives are to identify the company
accountable for bad data processing services,
demonstrate cases of illegal data flow processing,
and then determine what an unauthorized person
is doing. The Run Test will yield a comprehensive
list of trustworthy service providers, as well as
information on how bad gamers behave.
Unfortunately, the fact that the equipment isn't
functioning properly is cause for concern. The A
dap verify, which is presently being used, is a new
technique to verify the continuing dependability
of runtime services while data changes. It is
expected that employing this strategy will reduce
the amount of time and money required for the
attestation procedure. Its components are all
referred to as "black boxes,” and they do not
require any specific hardware or software. The A
dap Test can identify more malicious attackers
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and service providers with less effort and proof
than previous methods.
All of the aforementioned tactics utilized in
published articles had flaws. The INT Test is used
to alleviate these concerns. This Intelligence Test
will also assist you in distinguishing between
service providers and hostile attackers more
accurately and consistently. Furthermore, the
proposed system will offer an automatic means to
repair outcomes that aren't up to standard,
allowing for great results without the requirement
for specialist hardware or safe kernel support.
EXISTING SYSTEM:
Application service providers (ASPs) would be
able to run their own programs on the large cloud
computing infrastructure. Our research is focused
on data stream processing services. These services
are regarded as critical cloud applications that can
be utilized in a variety of real-world scenarios,
including  security  surveillance, scientific
computing, and corporate intelligence. However,
it is vital to remember that attacks on Application
Service Providers (ASPs) in various security
sectors are possible due to their reliance on cloud
computer infrastructures. Criminals, for example,
can pose as trustworthy service providers in order
to propagate phony service components. There is
a possibility that the service components in
question contain security flaws that could be used
by malicious individuals to harm legal service
providers.
DISADVANTAGES OF EXISTING SYSTEM:
» To use these methods, you normally need to
have secure kernel support or dependable
hardware.
» As a result, building up these systems on very
big cloud computer platforms is difficult.

3. PROPOSED SYSTEM
The Int Test technique is examined in this
research work. This is a brand-new technology
developed to ensure that cloud services used by a
large number of users are reliable and secure. It is
feasible to verify the stability of a service using

= . -y
-l _JE AN
- i - . L
' & Internotional Journal of

Fooadd Snd Mutritional Scionoss

Int verify without having to update the application
or rely on third-party sites that are regarded to
provide trustworthy services. The Int Test expands
on the study conducted for the Run Test and the A
dap Test. Its primary purpose is to make it easier
to locate and identify rogue users. It is critical to
remember that most of the service features for
Run Text, A dap Test, and classic majority voting
systems are handled by reliable service providers.
Multiple bad actors can collaborate to target
specific service components in large, multitenant
cloud systems in order to refute the fundamental
premise. To address the issue at hand, the Int Test
examines the many ways in which cloud service
providers communicate, including those that
operate well together and those that do not. The
Int Test examines two types of graphs: generic
graphs and function-specific graphs.

4. SAAS CLOUD SYSTEM MODEL
The SaaS cloud is built on service-oriented
architecture. Because of this approach, application
service providers can easily distribute applications
over vast cloud computing networks. Google App
Engine and Amazon Web Services, for example,
both provide a variety of application services that
make it easier to create business apps and handle
large volumes of data. A distributed application
service (pi) can be created by mixing on-demand
service pieces from many ASPs. The program
used to handle emergency aid claims is divided
into numerous sections, including VolP analysis,
email analysis, community discovery, and joining
and clustering.

Our organization specializes in data processing
services. This is a growing field with vital
applications in a variety of fields, including
scientific computing, corporate intelligence, and
security tracking (source: www.jreecs.com). The
service is divided into two halves, ci and fi. While
each platform provides a unique approach to data
management, they all share functionality such as
the ability to categorize, filter, correlate, and mine
data. Every service component, represented as di,
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can have a large number of output ports for
transmitting output tuples and a large number of
input ports for accepting input data tuples. There
are numerous Software-as-a-Service (SaaS)
clouds available, and various Application Service
Providers (ASPs) can provide the same services.
These portions of the service are nearly identical
because service providers can design redundant
server parts for fault tolerance and load balancing.
Furthermore, numerous people can offer and
profit financially from services that are easily
accessible to a large number of people.

A system of linked portal nodes has been created
to make it easier to put up self-governing services.
The user can access the integrated SaaS cloud
services through this method. The portal node can
facilitate the combination of multiple service
components into composite services based on the
user's preferences. As stated in Table 1, a security
breach occurred in a cloud-based service. The
letter "VM" stands for "virtual machine,” which
refers to software that mimics the behavior of a
physical computer. When it comes to systems,
"Si" stands for "service components,” which are a
collection of interconnected parts. The portal node
can employ user authentication to make things
more secure. This prevents bad actors from
attempting to alter the standard service's
configuration.  Peer-to-peer  networks  and
volunteer computing environments distinguish
SaaS cloud platforms from other open distributed
systems. To safeguard their intellectual property,
many third-party application service providers
(ASPs) are hesitant to divulge the internal
methods they employ to launch their software
services.

Given this, one could argue that challenge-based
authentication methods may fail when the
individual checking the information requires
knowledge of how the program operates or access
to its source code. The provision of cloud
technology and third-party services is divided into
two groups. Every service provisioning point
cannot have a specific hardware component or
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secure kernel support. Furthermore, to safeguard

privacy, only portal nodes have access to global

data displaying SaaS cloud service providers'
individual service responsibilities. People who use
the cloud and individual Application Service

Providers (ASPs) are unaware of the number of

ASPs participating in providing a specific service

function.

ADVANTAGES OF PROPOSED SYSTEM:

» This work proposes a practical and scalable
method for ensuring the integrity of
distributed services in big cloud computing
environments.

» The method presented above is a novel and
comprehensive approach to determining the
security of a service. It is more accurate than
prior methods at detecting problems.

> is the technique of automatically correcting
results that have been tampered with by hostile
activities.

» The study employs both analytical research
and experimental experiments to determine the
required accuracy and timing for the
integrated  service integrity  attestation
technique.

5. DESIGN AND ALGORITHMS

The first section of this article will go over the
most important aspects of the Int Test system.
Two methods utilized in academics are the
probabilistic replay-based consistency check and
the integrated service integrity attestation
methodology. The outcome of the auto-correction
procedure will then be displayed.

Baseline Attestation Scheme:

A consistency research employs replays to
investigate the relationships between service
providers' consistency and inconsistency. Attacks
on service quality are less likely to occur since it
is easier to detect service providers that want to
harm people. The diagram above depicts a method
for comparing and contrasting three different
service providers, pl, p2, and p3, who all supply
the same service, denoted as f. The gateway gets
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the output, denoted as fd1, as soon as it transfers
the first piece of data, denoted as d1, to the target
receiver p. Following that, the gateway sends a
copy of data set d1, known as d01, to receiver p3
and receives a response in the form of data set
fd01.

At the outset of our process, we feel that if two
service providers disagree on what should be done
with a specific input, it can be believed that one of
them is not as good. Following that, the
connection examines the factors fd1 and fd01 to
see if pl and p3 are the same something. It is
critical to understand that duplicate input data
items, particularly attestation data, are not sent at
the same time. After the first round of data
processing is completed, the identity data is
transferred to other service providers. People who
modify the core dataset with malicious intent risk
getting caught. Despite the possibility of a delay, a
figure. Repeats are necessary to keep things
consistent.

To disguise the break in service from the user, it is
possible to process the following tuples in the data
stream while the authentication procedure is still
running. If two service providers deliver the same
output outcomes for all input data, their
connection is said to be consistent. Two entities
can form an asymmetrical relationship if their
reactions to at least one stimulus differ. Because
two excellent service providers may produce
outputs that are comparable but not identical, the
consistency connection is not restricted to the
equality function. For example, if a person's credit
score is obtained from more than one credit
organization, the scores may not be comparable.
Allow the user to select a distance metric to
determine the greatest possible difference between
results.

Integrated Attestation Scheme:

In this section, we will discuss our entire strategy
for performing graph analysis in the context of
attestation. The homogeneity graph should be
examined first. Using per function consistency
charts, we may first identify service providers
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who we believe are untrustworthy. Per-function
consistency graphs can be used to determine how
consistent different service businesses are with a
specific service function. These graphs enable the
identification of consistency relationships between
various service providers, which aids in
determining how well they collaborate to offer the
service function. Some service organizations
perform consistently, forming a network of
partnerships based on their shared consistency.
Please see Figure X for additional information.
Three things always happen when someone
delivers helpful services: 3a, P1, P3, and P4.
Previously, a clique-based technique was
developed to identify service providers who could
not be trusted. If we believe that there are more
good-intentioned service providers than bad-
intentioned service providers, it stands to reason
that a benign node would always join a group of
purely benign nodes. This group is larger than
bk=2c, where k is the number of service
companies performing the service function's job.
To locate these outliers, look for nodes that are
not in any cliques larger than a specific size
(bk=2c) and are not in a clique with three persons.

6. RESULTS AND ANALYSIS
To begin, we must ensure that our system
correctly and effectively identifies service
providers who do not satisfy the standards. While
intentionally ~ pursuing multiple  service
responsibilities, as illustrated in Fig. In this
section, we compare our method to others, such as
FTMV, PTMV, and Run Test. This collection
includes thirty service providers and ten service
jobs. There are one to eight service providers for
each service job. Each service firm provides two
randomly selected service features. 300 tuples of
data are submitted to the stream per second. It has
been discovered that 20% of service companies
are intermittent. When the gateway receives the
processing result of a new data tuple, it employs a
random selection procedure to determine whether
data validation is required. The attestation data is
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duplicated twice, for a total of three copies, one of
which is the original data. Each tuple has a 0.2%
probability of being confirmed. The experiment is
repeated three times for each test. The average
detection and false alarm rates for various sensors
are presented below. When the randomized
probabilistic attestation encompasses all attested
service providers and determines the majority
group, the Run Test can achieve a discovery rate
comparable to majority vote-based approaches.

Before making a judgment, Int Test thoroughly
examines both the general inconsistency graph
and the per-function consistency graph. The Int
Test, on the other hand, has a substantially greater
percentage of recognition and a lot lower rate of
false-positives. Furthermore, employing Int Test
can deliver more accurate and trustworthy results
when poor service providers intentionally disrupt
several operations. Furthermore, keep in mind that
our system can detect hostile assaults from
malicious service providers, even if they are only
focused at a limited number of service operations.
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Figure 2
7. CONCLUSION
The specialists devised and implemented Int Test,

‘f%%igl JEANS

ll'lll:lliﬂ'lil’.'lll l‘| l Il#ll\ﬂ' all
!nnr.l et

e e L

(Tl ||I

a unique method for ensuring that multi-tenant
cloud systems have integrated service integrity
assurance. To ensure that the distributed service
components are correct, Int Test use randomized
replay-based consistency testing. This strategy
ensures that the cloud technology is not overly
difficult to verify during the verification process.
The Int Test method examines attestation graphs
in depth to determine continuity and irregularity.
The idea is to locate offenders who collaborate
more precisely than current methods.

The Int Test platform also offers a tool called
"result auto correction™ that resolves any errors in
the results, improving the overall quality of the
outcomes. The Int Test was run and tested on a
data stream processing platform available for
purchase in a virtualized cloud computing
environment. According to this study, the Int Test
method is more accurate than other well-known
local procedures. Because of its small size and
light weight, Int Test has essentially no effect on
the working speed of cloud computing data
processing services.
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