
IJFANS INTERNATIONAL JOURNAL OF FOOD AND NUTRITIONAL SCIENCES 
ISSN PRINT 2319 1775 Online 2320 7876 

 Research Paper  © 2012 IJFANS. All Rights Reserved,  Journal Volume 11, Iss  11, 2022 
 

16352 

 

ANALYSIS OF SECURITY THREATS, ATTACKS IN THE 

INTERNET OF THINGS 

1G Komala,2 E Madhu Goud,3 Y Ganesh, 4K Architha 

1,2,3Assistant Professor,4Student 

Department of CSE 

Christu Jyothi Institute of Technology &Science,Colombo Nagar, Telangana 

ABSTRACT 

 The concept of the Internet of Things is defined by the desire to connect everything to 

everything at any time (IoT). The Internet of Things (IoT) idea encompasses not just enabling 

connectivity but also permitting interaction between these connected objects. Though the term 

"internet of things" was coined in 1999, it has received a lot of attention in recent years. The 

rate at which new gadgets are integrated into the system will have a significant positive impact 

on the world, but it will also pose substantial security and privacy risks. 

 In its current state, IoT is vulnerable to a wide range of threats. Because data is exposed to a 

variety of attacks by attackers at each tier of IoT, one of the most pressing challenges of IoT is 

to provide security assurance for data flow. The Internet of Things is organized in layers, with 

each layer providing a service. Because each layer serves a particular purpose, the security 

requirements change from one another. This paper is to examine the numerous security and 

privacy issues associated with IoT. The paper briefly describes a number of existing security 

mechanisms that operate at various layers.  
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1. INTRODUCTION 

 With the development of Wireless Sensor 

Networks (WSN) and technologies such as 

Radio Frequency Identification (RFID), the 

Internet of Things (IoT) was born in 1999. 

(RFID). The Internet of Things (IoT) is 

based on the idea of connecting everything 

to everything at any given time. It employs 

sensors, actuators, and other items to make 

physical and virtual connections. IoT 

security is critical to the success of IoT 

infrastructure and applications. The Internet 

of Things (IoT) uses sensors to collect data 

from a large geographic area [1]. 

The Internet of Things (IoT) is going to 

become more popular. The idea behind IoT 

devices is that they must not only be  

 

 

connected, but also interactive. They should 

use context-based interactions as soon as 

possible [2]. The internet will have billions 

of interconnectivity points. 

The Internet of Things (IoT) is a technology 

that connects individuals, persons and 

objects, things and things, and so on. 

Sensors and items are integrated into the 

IoT infrastructure for communications that 

can function without human intervention. 

Sensors are vital in the IoT because they are 

devices that not only gather but also 

monitor heterogeneous data [3], [4]. 

The purpose of the Internet of Things is to 

create a network infrastructure that allows 

sensor devices to communicate with other 
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individuals and objects. The Internet of 

Things is organized in layers, with each 

layer providing a service. Because each 

layer serves a particular purpose, the 

security requirements differ from one layer 

to the next. In the IoT infrastructure, there 

are a number of difficulties that must be 

addressed. The following are the reasons: 

 a. Nature of smart objects  

b. Usage of standard protocols  

c. The bidirectional flow of information 

The fundamental hurdles of the IoT 

infrastructure include security issues such 

as privacy, authorization, verification, 

access control, system setup, information 

storage, and management [6]. Without a 

doubt, security concerns must be addressed 

in order for IoT to become a reality. The 

internet of things (IoT) is the next 

generation of the internet. 

1.1 The phases of the IoT lifecycle are as 

follows:  

a. Create - Physical devices 

(sensors/actuators) collect data from their 

environment that can be used to generate 

insights.  

b. Communicate – The acquired data is sent 

through the network to the intended place.  

c. Aggregate - The collected data is 

aggregated by the devices. d. Analyze - 

Patterns are generated by analyzing the 

pooled data. 

 e. Act – Based on the information, 

appropriate actions are taken. 

2. RELATED WORK  

The technology and security problems are 

the two sorts of security challenges. 

Wireless technology and the scattered 

nature of the IoT are among the 

technological obstacles. Authentication and 

secrecy concerns are addressed in the 

security [7]. Confidentiality, authentication, 

availability, heterogeneity, lightweight 

solutions, key managements, policies, and 

integrity are some of the major IoT 

principles. 

The Internet of Things (IoT) has recently 

become a popular study area. As a result of 

the IoT's immense potential as a new way 

to endanger users' privacy, security, and a 

wide range of threats, attackers are taking 

use of it. This study will provide a thorough 

overview of IoT security threats and 

attacks. The paper includes existing 

security measures and analysis. 

2.1 SCOPE 

 This paper examines the many security 

protocols that can provide privacy and 

security in IoT-based applications, with the 

goal of standardizing the security 

architecture for IoT. The most crucial 

feature of IoT applications is security, as it 

deals with intrusive devices whose security 

is critical for the user's safety and security. 

The most significant impediment to 

widespread adoption of IoT devices in 

everyday life is security. This paper will 

look at all of the current security strategies 

and protocols that can be used to protect 

IoT-based systems. 

3. SECURITY REQUIREMENTS  

Because the IoT infrastructure contains a lot 

of personal information like names, dates of 

birth, and locations, we need to take extra 

precautions to protect data and address 

privacy concerns. The use of a layered 

structure is used to overcome security 

difficulties. Confidentiality, authenticity, 

integrity, and availability are the four core 
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security properties that must be 

implemented. Scale, IP Protocol-Based IoT, 

Heterogeneous IoT, and Lightweight 

Security are all security needs that are 

developed from the basic security criteria. 

3.1 ANALYSIS OF SECURITY 

THREATS, ATTACKS IN THE IOT 

 The threats can extensively be labelled into 

3 classes. The classes are seizing, disrupt 

and managing. The seize hazard approach 

shooting records or a device without 

authorization. The seize threats are such 

threats which are designed to advantage get 

admission to records this is both logical and 

bodily on a device. The disrupt hazard 

approach denies getting admission to or 

destroying a device. The manage hazard 

approach manipulates time collection data, 

identity, or the data. 

a. Botnets  

Cybercriminals can make use of botnets to 

assault IoT gadgets which are linked to 

numerous different gadgets including 

laptops, desktops, and smartphones.  

Mirai botnet has displayed how risky IoT 

protection threats can be. The Mirai botnet 

has inflamed an predicted 2.five million 

gadgets, along with routers, printers, and 

clever cameras. Attackers used the botnet to 

release dispensed denial of carrier assaults 

on numerous IoT gadgets. After witnessing 

the effect of Mirai, numerous 

cybercriminals have advanced a couple of 

superior IoT botnets. These botnets can 

release state-of-the-art cyber assaults 

towards inclined IoT gadgets. 

b. Denial of service 

 A denial-of-carrier (DoS) assault 

intentionally attempts to purpose an ability 

overload with inside the goal machine via 

way of means of sending more than one 

requests. IoT protection threats together 

with denial-of-carrier assaults can destroy 

the recognition of companies and have an 

effect on their revenue. 

c. Man-in-the-Middle 

 In a Man-in-the-Middle (MiTM) assault, a 

hacker breaches the verbal exchange 

channel among person structures in a try 

and intercepts messages amongst them. 

Man-in-the-center assaults may be used to 

assault numerous IoT gadgets as they 

percentage facts in real-time. With MiTM, 

attackers can intercept communications 

among more than one IoT gadgets, main to 

essential malfunction. For instance, clever 

domestic add-ons inclusive of bulbs may be 

managed with the aid of using an attacker 

the use of MiTM to extrade its colour or flip 

it on and off. Such assaults can result in 

disastrous outcomes for IoT gadgets 

inclusive of business system and clinical 

gadgets. d. Social engineering Social 

engineering assaults may be less difficult to 

execute in case of IoT gadgets. IoT gadgets, 

particularly wearable, acquire massive 

volumes of for my part identifiable facts to 

increase a customized enjoy for his or her 

customers. Such gadgets additionally make 

use of non-public facts of customers to 

supply person-pleasant services, for 

example, ordering merchandise on-line 

with voice control. IoT safety threats which 

includes social engineering may be used to 

advantage unlawful get right of entry into 

person data. 

e. Advanced persistent threats 

 Advanced continual threats (APTs) are a 

primary protection difficulty for numerous 

organizations. A superior continual danger 

is a focused cyber-attack, in which an 

outsider profits unlawful get right of entry 
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to a community and remains undetected for 

an extended duration of time. Attacker’s 

intention to display community hobby and 

scouse borrow essential records the usage 

of superior continual threats. Such cyber 

assaults are hard to prevent, detect, or 

mitigate. With the arrival of IoT, massive 

volumes of important records are effects 

transferred amongst numerous gadgets. A 

cybercriminal can goal those IoT gadgets to 

advantage get right of entry to private or 

company networks. With this approach, 

cybercriminals can scouse borrow private 

information. 

f. Ransomware  

Ransomware may be one of the maximum 

state-of-the-art IoT safety threats. 

Researchers have proven the effect of 

ransomware the usage of clever 

thermostats. With this approach, 

researchers have proven that hackers can 

flip up the temperature and refuse to head 

returned to the everyday temperature till 

they get hold of a ransom. Similarly, 

ransomware also can be used to assault IoT 

gadgets and clever domestic. For instance, 

a hacker can assault a clever domestic and 

ship a notification to the proprietor to pay a 

ransom. 

g. Remote recording  

Documents launched through WikiLeaks 

have proven that intelligence organizations 

understand approximately the life of zero-

day exploits in IoT devices, smartphones, 

and laptops. These files mean that 

protection organizations had been making 

plans to report public conversations 

secretly. These zero-day exploits also can 

be utilized by cybercriminals to report 

conversations of IoT users. For instance, a 

hacker can assault a clever digital digicam 

in an employer and report video photos of 

normal enterprise activities. With this 

approach, cybercriminals can collect 

personal enterprise statistics secretly. Such 

IoT protection threats can even result in 

foremost privateness violations. 

To mitigate their effects, enterprise leaders 

want to be up to date approximately IoT 

protection threats and create a holistic cyber 

security approach earlier than using IoT 

infrastructure for his or her employer. For 

this purpose, they could rent a devoted crew 

of cyber security experts who can cope with 

all protection concerns. Alternatively, if 

enterprise leaders desire to perform cyber 

security strategies independently, they 

could begin through making sure that 

everyone their personal facts is encrypted 

and their structures are often audited for 

protection purposes. 

4. DISCUSSION  

4.1 LIMITATIONS AND 

CHALLENGES  

Although IoT gives many advantages in lots 

of regions and solves some issues in 

different sectors, it nevertheless faces a 

variety of various safety challenges and 

limitations. 

Limitations 

 Below given are the limitations for IoT. a. 

Primarily based totally on IoT 

Communication Devices, Devices of the 

IoT are sources constrained, and therefore, 

conventional protection mechanisms aren't 

unique in clever things. 

 b. Totally based on WSN Objects within 

the IoT are managed via microcontroller, 

reminiscence area and frequently within the 

strength intake as in wireless sensor 

networks.  
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c. Remote reprogramming may additionally 

now no longer be feasible for the gadgets of 

IoT because of protocols and working 

structures, so it can now no longer be 

capable of acquire codes and a brand new 

library. Embedded software program 

constraint: Operating structures of IoT 

which can be embedded in IoT gadgets 

have thin. 

 d. One of the maximum outstanding 

functions and traits of IoT gadgets is the 

mobility feature; this is suggest those 

gadgets be a part of a near and proximal 

community without preceding 

configuration. Because of this nature of 

mobility, we want to expand scalable 

protection algorithms and and mechanisms 

in IoT gadgets to be well matched with 

mobility. 

Challenges Below given are the challenges 

for IoT  

a. Lower power sources and capacity 

 b. Absence of expertise  

c. Privacy protection  

d. Cost vs. security trade-offs  

e. Data storage in IoT devices 

 f. Varying security measures and 

requirements for IoT components  

g. Complicated expanded system 

 h. Limited infrastructure resources 

4.2 GAPS AND OPPORTUNITIES  

Today, there are 8.6 billion IoT connections. 

By 2026, that range will almost triple to 

23.6 billion, in step with ABI Research 

marketplace data. 

This exponential increase will bring in a 

brand new generation of connectivity and 

productiveness within the years ahead. 

However, it's going to additionally bring 

about new hazard vectors and 

vulnerabilities which have initiated worries 

round protection. Among them: 

a. Some gadgets are incapable of being 

secured because of restricted resources, 

processing capabilities, and computing 

power b. Original Equipment 

Manufacturers (OEMs) and providers 

frequently pick to simply accept the risk, as 

opposed to remediate it for the duration of 

a Cost-Benefit Analysis (CBA), whilst 

many others pick now no longer to do a 

CBA at all  

c. Functional safety-kind IoT gadgets 

prioritize availability and frequently can't 

concurrently make certain confidentiality d. 

There is restricted IoT security solution 

inside the marketplace, due in big 

component to the fragmented nature of the 

IoT itself. 

While those gaps pose a big assignment for 

groups and cease users, additionally they 

constitute a superb possibility or 

opportunity for players inside the IoT 

space, inclusive of IoT provider providers, 

providers, platform operators, and 

Information Technology (IT)/Operational 

Technology (OT) security organizations. 

5. FUTURE PREDICTIONS  

The basic challenges of the IoT are speedy 

emerging. One of the important thing of IoT 

deployment is safety. Following are the 

important safety situations for IoT 

infrastructure and services:  

a. With the chance of device inside the 

infrastructure developing exponentially, it's 

far a huge challenge to identify, 

authenticate and stable the gadgets. 
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 b. A centralised safety version may be very 

tough and costly to scale, maintain and 

manage.  

c. A centralised safety infrastructure will 

introduce a single factor of failure and may 

be an easy aim for DDoS attack. d. 

Centralised infrastructure may be tough to 

enforce in business setup wherein the 

threshold nodes are great geographically. 

Blockchain era appears to be a possible 

opportunity because of the strengths. It may 

be used to create secured mesh network to 

be able to permit IoT devices to attach 

securely and reliably averting the threats of 

device spoofing and impersonation. 

6. CONCLUSION  

In this paper we discussed about IoT, its 

infrastructure, difficulties, phases of IoT, 

security problems, scope, and security 

requirements. According to these data we 

analysed the different types of attack and 

some of the security problems like threats 

etc. Using these, we analysed the type of 

threats and its security issues and know the 

level of problem facing for IoT, Data is not 

very secured. Blockchain technology can 

be used to provide more security and 

reliability. 
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